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Foreword

The Virgin Islands is committed in its fight to combat molaindering and tackling the resulting illicit
flows in an effort to maintain and enhance our global reputatidvie recognise the importance of
identifying, understandingnd mitigating the money laundering threats to which the Territory is exposed,
that threatenthe economic, social and political fabric of our society, as well as the risks inherent in the
financial and other services provided in and from within the Viilglands.The importance of identifying,
understanding and mitigating the risk BiL as a result of the activities carried out in and from within the
Virgin Islands cannot be underscored.

Thismoney laundering risk assessmeaport is the culminatiorof a joint effort between the Financial

{ SNIAOSa /2Ws8aaikay IKSG MBS IdzA I 2Nk adzLISNDBAEA2N 2F  F
Ly@dSadaaAaal iaAz2yé ds ABKE8upedvisal &f Pesigriated Ndfinancial Businesses and
Professions (DNFBPRin the Virgin Islandsihe FSC and FIA aagnisanbf the need to comprehensively

examine the vulnerabilities within the sectors for which we have supervisory authority and identify the
resulting risks. It is against this backdrop that we hemedicted this joint ML risk assessment as an

update to the individual ML risk assessments conducted by each agency inA0@lpervisors we remain

committed to identifying and responding to such gslo playing our part in the ongoing global fight to

combat ML and maintain our reputation as a place to conduct legitimate and quality business.

This assessment involved not just a critical review of the ML risks posed by each of the sectors under our
respective supervisory remits, but also took a close |ldakea identified ML threats to which the Virgin

L&f Iy R aeRposéd, @ well&s emerging threats and the vulnerabilities within our AML operational
framework. ¢ KA a4 NBIj dzA NER (KS A yideehfd&ehtyagenckaho assisted in S NNA ( 2
providing data and othequalitative informationto help identify these threats, vulnerabilities and

resulting risks Conducting this assessment has ensured that we will be able to continue to take
appropriate action to effectively mitigate and manage these and other emerging risks.

The findings of this risk assessment provide valuable inform&tioour law enforcemat agencies, as

the results of this exercise will aid them better addressing the ML threats facing the Territory and
identifying the particular ML riskbeir agencies faceThe report also contains relevant information for

us as supervisors, as wefl the entities we supervise. All entities should therefoexiew the report
carefullyand integrate the findings into their own institutional risk assessments and those of their clients
where appropriate The reporiill helpthe private sectoto better identify the particulaML risks face
andguide themtowardsthe necessary actions to mitigate these risks.

Appropriately identifying and responding to existing and emerging MLigsk&ally important to the VI
maintaining the safety of itsitizens and enhancing our global reputat@asma place to conduct legitimate

busines® l'a 1Se 3SyoOoasSa Ay GKS c¢veNMNEdthMBE@@ster! a[ 2 L
cooperation and collaboration between the public and private seaodsamongspublic sector agencies
toal FS3dzZa NR GKS +ANHAY LaflyRaQ NBLWzilGAzy a | 2

community seriously and to further enhance our reputation as a leading international financial centre.

S Zootemt

Kenneth Baker
Managing Director/CEO Director
BVI Financial Services Commission BVI Financial Investigation Agency



1. Executive Summary

1.1 This money laundering risk assessment is the thirespHcific risk assessment conducted by Yiggin
Islands. In 2020, separate risk assessments were carried out by the Financial Services Commission and
the Financial Investigation Agency in relation to the financial and DNFBP sectors supervised by each
agency respectively. The resulting reponteyided an indepth review of the risks and vulnerabilities of
020K GKS ¢ SNNAR G 2fiNdhdaBsectors fshwglitag prdvided ghRvefigw/of the identified
ML threats facing the VI.

1.2 This reportnow providesa consolidated update to the twhbiL risk assessment®nducted in 2020 and
covers both the Fl and DNFBP sectors as well as a mdepih review othe¢ SNNRA 4§ 2 N2 Qa ! a[ 2 L.
framework and its vulnerabilities along with the overall ML threats to the jurisdiction.

1.3 Data used was deicted from the following CAs and LEAs with responsibility for various aspects of the
AML/CFT regime within the jurisdiction:

Financial Services CommissiRegulator/Supervisor of Fls

Financial Investigation AgengyFinancial Intelligence Unit and Supisor of DNFBPs
w2elf ANBAY LZinling RéeSigatiods A OS C2 NDS
D2 @S Ny 2 NBdradhiohgFahdMitual Legal Assistance

I GG2NySe DSy §MiualDegal Askistavice S NA

Office of the Director of Public Prosecutian€riminal Proscutions

Immigration Department lllegal Migration

| Aa al 2S5Sa{gEdmSeizudeda (0 2 Y a

International Tax Authority International Cooperation on Tax Matters
Supervised entities of the FSC ahd FIAC understanding of AML obligations

=A =4 =4 4 -4 4 4 -4 -4

National Threats

1.4 The domestic money laundering threat stems primarily from drug traffiokinigh is considered to be the
most significantpredicate offenceand associatedash smugglingas well asmigrant smuggling,and
corruption. Other offencesidentified were fraud (including online fraudand breach of trustwhich
constitute elements otorruption. In relation tocorruption specifically as an offencthis has become
an elevated threat since the 2020 ML risk assessments and as such additional detail has been provided in
relation to the current position within the jurisdictiorOther domestic predicates that contribute to ML
were primarily considered tbe lower threats.

1.5 International fraud, foreign corruption and tax evasion have been identified as the main threats stemming
from predicate offences committed overseas, which is consistent with international trends. These
predicate offences could have ev@re impact on the Territory if proceeds from such offences find their
gre Ayid2z2 0KS C¢CSNNAG2NERQa SO2y2Yeé (GKNRdzAK (KS dzas
and DNFBPs



1.6

1.7

1.8
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1.10

National Operational Framework/ulnerabilities

The ability to effectively mitigate the threat of ML lies in great part with the law enforceraedt
supervisoryagencies within a jurisdiction.There are however, vulnerabilitiesthat may limit these
agenciesbility to effectively mitigate ML risk. @lvulnerabilities identified within theekeyagenciesn

the VI that impact the ability to effectively mitigate the identified ML threats in the Territory include:
sub-optimal levels of resourcing, lack of proper policies and procedieSicientdata maintenance and
insufficient training. Other vulnerabilities identified in relation to specific agencies include potential
corruption within, failure to carry out investigationslimited strategic and operational analysis and
dissemination of intelligere and proper prioritisation of ML cases.

A key recurring theme in relation to vulnerabilities within the national operational framework is the lack
of adequate resourceandthe impact the current level of resources hasoK S ahility ffectivey
mitigate its ML risk.

Legal Persons and Legal Arrangements

The inherent vulnerability ofiegal persons and legal arrangemeigsdriven by the compléty of the
availablestructuresand the complexity of the international financiaansactions they engage in, which
heighten the risk of these structures being useddoailitate ML. The global nature of these entitieand

their ability to engage inross bordebusiness activitiesiakes themrhighly susceptible to criminal misuse.
Futher, the potential of these structureso be used to conceal the source of assatsl the identity of
beneficial owners, the availability of ndaceto-face transactions, and tlireuse bya significant volume

of highrisk customers, including foreign Pincreases thie vulnerability to be misused for ML purposes
Likewise the sheer volume of legal persons registered in the VI increases the risk of registered agents and
supervisors not knowing what types of activities these entities may be engag8ihiilar issues also arise

for legal arrangements which are not subjected to specific registratgairements Risk mitigation in

place in relation to legal persons and legal arrangements is fostered via measures implemented by the
TCSPs that serviceetse structures; howeverhe inherent vulnerabilitiegselating to these structures
remainhigh.

Emerging Products and Technologies

I 2dzZNAARAOQUOUAZ2Y Q& dzy RSNERUOFYRAY3I 2F (GKS LRGSYOGAlf
key to its ability to mitigate such riskin 2020,two (2) pieces of legislation were passed allowing for
gaming and betting anthe production of cannlis for medical purposes in the VI. Both of which

known toK| @S &AAIYATFAOIyGfe KAIK AYKSNByYyd aj NAal o
vulnerabilities, means that the ML risk of both of these products is likely elevated.

With the increasing use of decentralised finance (DeFi) instrumémdsVI| hasalso considered the
potential ML risk involved in these instrument$he ability for such instruments to facilitate the transfer

of funds, and purchase and exchange of financial assets by sidestepping traditional FIs such as banks,
brokerages and exchanges comes with a greater risk of such products being misusei §aifls. Given

the findings of the 2020 ML Risk Assessment, which indicated that there is an evolving threat from
businesses operating in or from within the Virgin Islands that facilitate the provision of VA products, it is
understood that where suchusinesse®perate in a decentralised manner agtfectively are provithg

DeFi services the ML risk is elevatethe ML risk if further elevated where such activities are carried on

in an unregulated space where these DeFis are not subject to any AMLB@F&Lions. Exposure to ML

NA&A]l AYy NBtFGA2y (2 5SCAX GKSNBFT2NB:x fASa y2i 2yt

identify the BVI entities through which DeFi activity is currently being facilitated, and take the necessary
steps to prevent any unauthorised activity.

a

¢



1.11

1.12

1.13

1.14

The introduction of a 7%transaction levyon all MSB transactions in 202@sresulted ina substantial
decline inthe total value otransactions processed BSBs even after the reduction of this levy to 2.5%
in 2022.Individualgrying to avoid paying this transaction lelgve resorted taising theitbankaccounts

in the Vli(established/new)and their country of origin which enables the transfer of money through
regulated institutionswhich decreases the overall ML risk due to the high level of CDD carried out by
banks Transfers through the use of mobile phonésappslinked to debit/credit cards and bank accounts
are also becoming more popular as they facilitate quick transfarrafs, which do not require the use of
regulated money services and the incurrence of stipulated fidesvever,intelligencehas suggestedn
introduction of the use of a Hawala style system, which is prevalent witlénDominican Republic,
Guyanese andt¥incent communitieswhich arethree of the top jurisdictions receiving outgoing money
transfers.

Inherent MoneyLaundering Risk at the Sectoral Level

Financial Institutions

The banking sector in the Virgin Islaraithoughsmall plays an integral part within the locatonomy,
accounting for approximately 7.8% of GDP. It is also an important part dintrecial services sector,
with operations at both the domestic and ernational levels Most customers are attained through face
to-face contact as majority of customers are resident within the Territdfpwever, the sector does
provide services to noresident persons, either directly or through the provision of bankiaryices to
legal persons and legal arrangements whose BOs and other associated relevant persoesidentt
within the Territory. However, he volume of such activities is smalhe delivery channels used are
primarily faceto-face, including in rel&n to the onboarding of clientsalthough there has been a
gradual shift to more noffiaceto-face transactions as online services heeeomemaore readily available
through most of the entities within the sector. The products and services offmredandard banking
related products and services and are not of an overly complex nature. Conversely, the volume of
transactions conducted is of a substantial nature in the context of the size of the selztve tothe
jurisdiction.

Based on the demogphics of the population and the crebsrder nature of the financial services

industry there is the potential for some of the activities within thenkingsector to involve high risk

jurisdictions Any associated risk is fainyell mitigated through tle imposition of the requirements laid

out primarilyin the AMLTFCOP in dealing with higtk countriesThe cash intensive nature of the society

FYR GKS RSY23INILKAO 2F GKS LRLIzZ FGAZ2Y 6AGKAY (K¢
criminality, which ultimately impacts on the level of risk

Within the financingousinesssector services provided are limited to small and other stemn loans to
connected persons or payment plans for insurance premiums and specialist servicesgfliani loans

and taking steps to collect the outstanding payments. Services are offered to local residents otoa face
face basisnd delivery channel are simple in nature. Clients and services provided within this sector do
not involve highrisk jurisdctions. The threat of ML associated with financing business is mainly in the
taking out of loans for the sole purpose of swiftly repaying them using the proceeds of crime while, in
some instances, converting the loan proceeds into a tangible legitinsastet.a However, given the size of

the currentfinancing businessector, the nature of the clientele, and the number and average value of
the recorded transactions, this is highly unlikely to be an attractive means of facilitating ML within the
Territory.



1.15 The money services sector is small with only two participants and the services provided are currently
limited to money transfer services. The sector, however, although not highly integrated with other sectors
outside of the banking sector, is significamtérms of outflows as it accounts for a large volume of cross
border transactions. Given the nature of the business, transactions are generally conductémifiace.

However, some transactions may involve high risk jurisdictions based on the demicgraphthe

customer base, although such transactions are not conducted on a regular Bésile money transfer

services are inherently considered to be of higher risk than other financial services business, the
susceptibility for abuse of this sector épp NB (2 06S YAGAIF ISR GKNRdAAK (KS
AML/CFT obligations.

1.16 The size and nature of insurance business within the Territory does not provide any evidence that the
sector is highly susceptible to or has been used for ML purpo$és. products and services offered
through domestic insurance companies and intermediaries are limited to relatively vanilla type offerings
and the captive insurance sector is small and inherently low risk. Most business is conducted through
faceto-face ontact, including the payment of premiums and purchasing and renewal of policies and cash
transactions are limited to the payment of premiums by some customers. Given the nature of domestic
insurance business and the services provided by insurance intiainies there is little geographical risk
involved in this sutsector of insurance business. With regard to captive insurance busimass| bn the
geographical location of these clients and the nature of the products and services provided thee is littl
exposure to geographical risk within these sadztors of the insurance sector.

1.17 Asthe NA Y NB 3JFdSgl e G2 GKS £ANBAY L §thd TCBREsOctoany i S NI/ I (
be attractive to international criminals who wish to obscure owstdp of property, evade foreign taxes
or conceal the criminal origins of their propedye primarily to the nature of products offeredrurther,
the vulnerability of TCSPs to be misused for ML purposes is increased by the potential for legal persons
andlegal arrangements to be used to conceal the source of assets and the identity of beneficial owners.
The broad range of products and services provided by TCSPs, particularly with regard to corporate
directorships and nominee shareholder services enhanbesstisceptibility of this sector to misuse, as
does thelarge number of PEPselative to other sectorsand other highrisk individuals who utilise
products and services offered by TCSPs.

1.18 In addition, due to the global nature of the sedrclientele the risk of legal persons and legal
arrangements emanating fromigh-risk jurisdictions is elevated.C®shave a large endser clientele
however many TCSPs alsgly on third party introductions when taking on clients and executing
transactionsmany ofwhich areexecuted on a noffiaceto-face basis Thisalsoincreases the vulnerability
of the TCSP sector to abusehis is mitigated through the requirement to have third party agreements
and to test these relationships to ensure that information being maintained on behalf of the TCSP is
accurate and up to datelegislatively, the TCSP is ultimately responsible for collecting BO information
and may be subject to penalties for failing to maintain accurate records in relation thereto.

1.19 The investment business sector in thecdh be subdivided to subsectors ¢ investment funds and
investment businesswhich includesasset and investment managers and advisers, broker/dealers and
asset and investment administrator8oth subsectors include a wide crosgction of clientele. Products
and services offered throumgthis sector are varied witlarge transaction volumeand asets are widely
dispersedjlobally The nature of investment businesan involve the movement of large sums of money
across multiple bordersvhichpresents ML risksDue to the nature of investment business, most service
providers reside outside the VI and are geographically dispersed, some irigkighrisdictions, which in
itself provides a high level of inherent risk.



Investment fund vehicles

Asset and investnt@ managers and advisers
Brokers/Dealers

Asset and investment administrators

= =4 =4 =

1.20 A significant amount ofnvestmentbusiness is conducted through néaceto-face contactgiven the
nature of the business and the technological means by which many of thége®r®ngage in their
operations however, cash transactions are rar@he inherent vulnerabilities within this sectare high
but have been somewhat mitigated based on the control measures currently in gtameever, he size
and nature of investmenbusiness within the Territory provides evidence that the sector is highly
susceptible to ML.

1.21 To the extent that virtual assets are ablepgmvide the same level of anonymity as physical cash, they
also create a risk as they can be transmitted and used globally. In addition to providing another means to
pay for contraband or illicit services, virtual assets also are now being used ing¢hadestage of money
laundering to disguise the origin of illicit proceed¥ith regard to VA and VASPs, in the context of the VI,
unregulated BVIBCs operating globally do pose an inherent risk, as these entities may, and do, operate as
VA exchanges an@0s. The L Q& @ dzf y S NJ 6 Anfthatiihé maoktk af thasactidNgarvidd NA &
out are on anon-faceto-facebasis, whictoffers a higher degree of anonymity than traditional roash
payment methods Further, VASPs may also include transfieas are anonymous or pseuganonymous
making it difficult toidentify beneficiaries of the transactionshereby elevating the risk above other
existing Fls

1.22 The nature of VA business caisoinvolve the movement of large sums of money acrosdtiple borders
The isk posed by VAs/VASPs is also heightened by the fact that clients are geographically dispersed and
located in jurisdictions of varying risk including some Higk jurisdictions. The lack of legislative and
supervisoryoversigifR SY2y a i NF 6 Sa | Of St NJ @dzf y S Nthewdlumaaf A Ay K
business identified as being conducted from within the Territbtgwever the recent enactment of VASP
legislation andactions taken by the FSC and the FIA to build loatsupervisory, enforcement, AML/CFT
and compliance regimes for VASiPsuld aid in mitigating such risk

1.23 Additionally, compliance deficiencies across Fls aid in increasing the ML risk because of the potential
consequences, as Fls with inadequate AMingl@ance programs can allow suspicious transactions to
occur without adequate screening or reporting. The sectors assessed, however, have been able to
mitigate such risk to a large extent as a result of strong adherence to CDD, BO and transaction
recordkeeping and reporting requirements.

Designated Notfinancial Businesses and Professions
1.24 The legal practitioner sector is the largest DNFBP sector within the Territory. The types of services offered

are relatively standard and tend to inclugeovidingVI kgal opinions and/or advice in connection to real
estate transactionsaspects of VI company lawhe creation, operation and management of BVI legal
personsandmergers and acquisitiond.egal practitioners provide services to clients globally, which itself
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1.25

1.26

1.27

1.28

1.29

poses a risk as firms may provide services to clients based in jurisdictions considered to be high risk for
ML. Given the types of services provided to clients globally, most seraieegrovided virtually or in a
non-faceto-face capacity.

The accountancy sector within the VI is of moderate size in terms of the number of firms in operation.
Services offered are relatively standard and tend to include the provision of services rits ¢hie
connection to transactions involving managing of client monies, securitiestlugr assets the
management of bank or savings accountsr in connection to transactions involving the creation,
operation andor management of legal persoms legalarrangementsin addition to general audit and
accounting functions. The types of customers served by this sector are generally corporate and business
clients, and high net worth individuals, with the majority of twerk being undertaken for corporate
clients. Firms within the sector provide services to clients globally and the majority of services are
provided virtually or in a nofface to face capacity. Both scenarios pose a risk to the sector of being
exposed taML abuse from persons globally.

With regard tothe real estatesector, in the VI real estatesalesinclude both land and property sales. As

such the value of real estate transactions can vary quite significaftigsectorgenerallyonly provides
sale/purchase services in relation to real estate based in thdrwaddition to the general real estate

YIEN] SGE GKS +LQa NBIt S aidalbeduBurydifadRéaeddteladedgenckalfyOt dzR S a
provide services to priva individuals The majority of customers from the domestic market would
generally be considered standard/low risiawever, because of the fact that the real estate sector deals

with such a wide demographic of clients, including the potential to dedd REPs/high risk customers,

there is some elevated level of risk in this regard.

There are very few jewellers within the Territory. Those that do exist, concentrate on the sale of finished
pieces, almost exclusively on a faoeface basis. There @ly one DPMS registered to carry out the
buying and selling of gold bullion but has not yet undertaken any busin@ss.primary marketfor
jewellers iscruise ship passengersalthough theydo also have repeat domestic customerSales,
therefore, are geerally on daceto-face salebasis Exposure to criminality comes from the use of cash
within this sector. Jewellery stores are allowed to accept cash for the sale of goods and although some
stores have a maximum cash threshold in place, some do not.

Vehicle @alerswithin the Vlprovide services to both private individuals and businesses, however, the
majority of customers are private individuals living and working within the VI and purchasing vehicles for
personal useThe buyer market within the \i$, therefore, purely domesticand the geographic risk is
limited. Given the nature of this sectenosttransactions are undertaken on a fateface basis. Cash
transactions are undertakerand ®me dealers have a cash transaction threshold limit ranging from
$5,000 to $15,000. However, some dealers do not have a maximum cash threshold jmvpliebplaces

them at higher ML riskassomedealersare inclined to accept full cash payments on vehicle purchases

The yacht broker sector within the VI comprises persons who are involved in the business of buying and
selling yachts/boats and are lomgtablisted businesses within the Territory. Persons purchasing
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131

yachts/boats in the VI wigenerally daso as investments for the purposes of using them for charters and
so the yacht charter side of the business will then manage and maintain the vessels. r¥lests jprovide
services to both private individuals and businesses; however, most customers are busitesses
outside of the BVI, therefore, the majority of transactions occur on a-faceto-face basis. Cash
transactions are not undertaken within ttsector. Payments are sometimes via cheque but almost always
via wire transferandexposure to highrisk jurisdictions is limited.

Comparative Assessment of the 2020 ML Risk Assessments with Current Assessment
The overall data sources used were generally the same as those used during the 2020 assessments,

however, the quality of the data in this assessment was much improved, whidl foabetter and more
critical analysisAdditionally,efforts have been madby the Vito address the recommendations in both

the 2016 NRA and the 2020 ML risk assessmeiieh have helped to mitigate® some degreethe risks
identified in the prior asessments With regard to the measurement of risk at the national level, the
existing methodology was modified to take into specific account the impact of the identified threats, along
with the particular national vulnerabilities and mitigating factdmatwould minimise such vulnerabilities.
This resulted in a determination that the overall risk of ML to the Virgin Islandedsum-High The
findings outlined irChart 1.1below illustrate the level of risk at the national level.

National ML Risk

17.5 18 18.5 19 19.5 20 20.5 21 21.5 22 22,5
Chart 11: National ML Risk; Domestic and Foreign
In addition, the methodology and rating systems used in the 2020 sectoral assessments were used for the
assessment of the FI and DNFBP sectors in this current assess@tert. 1.2provides a comparative

view of the risks identified within eachil sector between the 2020 Sectoral Assessmerand this
assessment, whil€hart 1.3compares the risk ratings within the DNFBP sector betwe@ aad 2022
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2.1

2.2

2.3

Introduction

Jurisdictional Profile

Geographical

The Territory of the Virgin Islands is an archipelago of some sixty (60) islands which sit to the north of the
Leeward Islands and lie approximately 110 miles west of St. Maarten, a few miles east of the USVI and
some 60 miles east of Puerto Rico. Of "pproximately sixty islands, islets and cays, twenty are
inhabited. The islands are primarily volcanic in nature, with the exception of Anegada, which is the most
northerly of the islands and is constituted of coral and limestone. Due to the geogradpbiidn of the

islands the territorial waters between the Virgin Islands and the USVI are heavily trafficked on a daily basis
F2NJ LJzN1L}2 asSa 2F O2YYSNDSo | 26 SGSNE GKS +ANBHAY
waterways also lend to more nefaus activities such as drug and people smuggling.

Political

The Territoryis one of the Overseas Territories of the United Kingdomiis classifiedoy the United

Nationsas a Norself-governing Territory of the United KingdonThe UK maintains responsibility for

external affairs and security and retains associated reserve powers in these Hi@asver the Territory

isinternally selfgoverning and operates under th&/estminster systenwith a Cabinet style government.

Cabiné Ministers are not independently elected to executive officeut rather are appointed from

amongst the members of the elected Legislature and diienately accountable to the Parliament. The
+ANBAY LatlyRaQ LI NI Al YSyis, the Atioracy Sendral @dnonelkéadedli SSy S
Jeaker selected by the elected members of the House.

Socieeconomic

Thepopulationof the Virgin Islandis approximate\82,000 and the Territory is home to residents from

over 110 different countries and territories who make up approximately 70% of the local labour force.

The official currencyf the Territoryisthe USdollar.! The primary sectors of the economy whipénerate

the most economic activity and revenue are tourism and financial servigite financial services
contributing approximately 32.6% 2 ¥ (1 KS ¢ S NINJR@ZNECXES DIBSANBAY Lafl yR
performanceshowedan increase in positive growth dktS ¢ SNNA G2 NE Q&4 D5t FTNBY bwm
$1.38 billion in 2018, before contracting $1.30 billion in2019. However, although the global

coronavirus pandemisaw the total closure of the tourism sector for most of the fiscal year 2GBXP is

agan showing positive growthin 2020, GDP stood at $1.31 billion, before rising to $1.34 billion in 2021

and $1.39 billion in 2022

1 This is by virtue of the Legal Tender (Adoption of United States Currency) Act (Cap. 102) of the Laws of the Virgin Islands.
14



3.1

3.2

3.3

3.4

National Policy and Strategy

The+ LNa#ional AML/CFT Polioyil G A 2 y I £ NagohahAME/ERT Stratédy 2020230 d b | G A 2 y I

{ G NI (w&aapproved by the National Aathoney Laundering Coordinating Council on 18 March 2021
and adopted by the Cabinet of the Virgin Islands on 19 May 2021. The National Policy was develope
takinginto consideration the identifiedIL/TF/PRhreats, risk levels and potential consequences, along
with the recommendations outlined in the initial NRA report. Other relevant issues were also taken in
consideration, including subsequent changes to inteorai standards since the conclusion of the NRA
exercise. ThilationalPolicyLINE @A RS&a | FNI YSG2N)] F2NJI YAYAYAT Ay3
national AML/CFT regime through the identification of key areas which form the foundation of the
Natioral strategy.

The National Strategg a threeyear roadmap designed around the National AMLAEFelicy framework.
The National Strategg meant to be read in conjunction with the National Policy and used by public and
private sector stakeholders toplement effective measures to combat the ML, TF and PF risks identified

within the local financial sector. It &cohesive plan which SS1a (2 AYLINROS (GKS ¢ SN

regime by addressing its ML, TF and PF tiskssbyensuring a high level agbmpliance with International

{0FYRFNRAT YR LINRPGSOGAYI GKS +LQa S$O02y2Ye |3lAya

The NationaStrategy provides a guide of the actions required to be undertaken in order to improve the
+L Qa ST miligatingdyainStMa, TF and PF, with the ultimate goal being a more secure and well
regulated international financial centre and economy. The objectives set out iNdtienal Strategy
embody the action points identified during the NRA process, as well as other important issues identified
within the Territory since the finalisation of the NRA and takes into account recent developments in
international standardsThe NationaGtrategywas designed tensure that the standards at the legislative

and institutional levels are met in such a way as to achieve effective results.

To effectively implement the National Policy and Strategy a National Strategic Actich @anO G A 2y t € |y

was issued in 2021. The Action Plan details how the VI intends to address each of the key strategic areas
outlined in the AML/CFT Policy by delivering on the objectives identified, as well as the related actions
outlined in the Strategy. The Action Plarivided into the following six (6) sections, which align with the
National Policy an8llationalStrategy:

Prevention

Detection

Investigation and Sanctioning
Regulation

Articulation

National and International Cooperation

=A =4 =4 4 -4 4

2For the purposes of this document any reference to AML/CFT also includes PF
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3.5 The most recent update provided on the status of &aionPlan indicated that:

1 work on80% of all issudsad commenced, includingver 95% obhigh priority€ issues

 82% ofli K Bigh doriority action items were completed;

1 43% of Preventioaction items were completed;

1 50% of Detectiomctionitems were completed,;

1 50% of Investigation and Sanctionaxdion items were completed; and

1 40% of Regulatioaction items were completed

3.6 The National Policy and Strategy documents are currently beiviged Adecisionhas been taken to
separatethe document into twoseparate ML and TF polices and stratetagésginto account the findings
of risk assessments conducted by relevant authorities and the implementafidre recommendations
emanating from those risk assessmentadditionally the reviseddocumentswill account forany
recommendations stemming from this Report. Once updated aseevAction Plan will be drafted to
provide the roadmap to address the identified issues.
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4.1

4.2

4.3

4.4

4.5

AMLLegslativeFramework

¢ KS + A NHA y/CHIfeamdwgriReémanatesafrpm the Proceeds of Criminal ConductaAdtthe

Drug Trafficking Offences Act. The PCCA represents-enmadks antimoney laundering legislation. It
provides for the recovery of the proceeds of crime; in addition, it also establishes a regime for the
registration and enforcement of externabnfiscation orders.

The DTOAjives effect to the provisions of the Convention Against lllicit Traffic in Narcotic Drugs and
Psychotropic Substances, 1988. It establishes the legal framework for the recovery of the proceeds of
drug trafficking and creas a regime of international emperation on drug trafficking, including
applications for confiscation, restraint and charging orders.

Issued under the PCCAet Anttmoney Laundering Regulations foster the regulation/supervision of
regulated and nosregulated entities by requiring the adoption of specified measures to guard against the
activities of money laundering and terrorist financing and ensure the availability of information when
requested.

The Antimoney Laundering and Terrorist Financingd€mf Practice supplements the Aimtioney
Laundering Regulations and establishes a framework for compliance with AML/CFT matters including the
verification and maintenance of relevant ownership information and other pertinent records, as well as
exchange binformation with relevant authorities.

With regard to exchange of informatipthe Criminal Justice International Cooperation Act enables the
Virgin Islands to coperate with other countries in matters pertaining to criminal investigations and
proceedngs; in addition, the CJICA regulates substances that are considered useful for the manufacture
of controlled drugs and also creates a regimehot pursuitin apprehending vessels and persons
concerned with drug offences. This latter regime, however, at@sronly on a bilateral arrangemetitat
currently exists between thel\dnd the USA.
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51

5.2

5.3

54

55

5.6

AML Operational Framework

The Law Enforcement Framework

The law enforcement framework withthe Virgin Islandsonsists of a number afEAseach of which has
its own specific mandateith regard to AML To maximise output and work towards effective outcomes
these LEAalso coordinate and cooperategith each other when and where necessa8uch coordination
and cooperation is considered nessary to effectively combat ML within the Territory.

The Royal Virgin Islands Police FERMPF)

TheRVIPF providevisible and responsive policing services within Teeritory; upholding the law and
ensuring that offenders are brought to justicee RVIPF is the lead agency for criminal investigations of
ML offencesand has avide range of legal powers availableitdo conduct ML investigations and to seize
criminal assets during the course of a criminal investigation.

TheFinancial Crime Un{ECU of the RVIPF ige dedicated unit withirthe RVIPF charged with leading
GKS wzxLt CQa NFBaLR yandassuzh isrtileyniie investiganyerbsdyJoryML ather
proceeds of crimeThere are procedures in place thatow the FCU to engage in parallel investigations
with other Units within the RVIPFhe FCU also receives vital financial intelligence from the FIA and HMC.
The FCU is therefore able to conduct financial investigations in collaboration with othewithits the
RVIPF as well as othelEAsThe source of these investigations varieswever, the bulk of theircriminal
investigations stem mainly from predicate offences identifiedtlilyy RVIPF or SAR referrals emanating
from the FIAThe FClalso provides support tatHMC, FIA andD to investigateML offences and cash
seizuresstemming fromoperations conducted by thesagencies andnakes recommendations for
prosecutionsased on such investigations

The other Units within the RVIPF that work clgseith the FCU include the Major Investigations Team
(MIT), The Special Investigations Team (SIT), and the Intelligence Unit (IU).

The Major Investigations Team (Miwithin the RVIPEkS responsible for investigating murders, suicides,
highrisk missing persons, worklated deaths where gross negligence is suspecsedious crimes
committed onboard BVI registered vessels or airceait re-investigation of cold casedhe most
predominart offence investigated by the MIT is murdeA review of the murders investigated by the MIT
within the past ten (10) years suggedtsat a significant number have a direct nexus to drug
trafficking. Based on this link, the offence of Proceeds of Cratonduc{PCCjegularly becomes a line
2F Ay@SadAaalr iArz2y A Yhe aekus teiveerhdaieR SridRCSiffely dals Nk [l
investigatiors between the MIT and the FCU in order to secure successful results.

The Special InvestigatisrTeam (SIT) is another investigative unit whasen focusis intelligence led
activity engaged in to identify, disrupt and investigate those facilitating the movement of illegal
commodities. As part ofits function, SITalso undertakes covert operations. SIT is responsible for
investigatng drug trafficking, firearms trafficking, human smugglingtrafficking andorganizedcrime
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5.7

5.8

5.9

5.10

matters, predicate offencesvhichtend to have a nexus to ML offence$he SIT and the MIT work closely
together and are supported by the FCU. The FCU, therefore, provides assistppoe/$o the SITand
also conducts parallel investigations alongside the SIT in relation to ML offences.

The Intelligence UnifiU) of the RVIPIs responsible for the collation, sanitisation and dissemination of
intelligence and the management aovert activitywithin the RVIPFThe U ollectsintelligence through

a variety ofintelligencesources The IU is also responsible foulti-agency intelligence sharing and
development within the BVI and with international partnérs/ R a SNIWSa a4 GKS wzxzlLt CQ3
liaison The IU and FCU mutually support each other.

| Ad ale2SafdMay /dad2Ya

HMC deprives criminals of assets by detaining, seizing, and forfeiting the proceeds of criminal gains. HMC
shares information wh the RVIPF in relation to people movement and importation of goods and assists
the RVIPF with investigations by initiating the detention of property and cash. HMC is a member of the
Caribbean Customs Law Enforcement Council (CCLEC). This membershipch&BviC in developing
relationships and cooperation with organisations such as the Caribbean Regional Technical Assistance
Centre (CARTAC), Caribbean Regional Drug Law Enforcement Training Centre (REDTHRAE)dater
Development Bank, World Trade @migation (WTO), World Customs Organisation (WCO) and the
Caribbean Community Implementation Agency for Crime and Security (IMRAI@S)also works closely

with US CBP and ICE, and along with the RVIPF, participates in joint operations with these wbencies
necessaryln additon,] a/ A& GKS OdzZNNBy il / KI Adda parfosds 6 frovild Q& W2 A
the VI with a multiagencycapabilitythat canrespondappropriately toemerging issues in a cohesive and
effective manner.

ImmigrationDepartment(ID)

ThelmmigrationDepartment is responsible for the management of persons migrating legally through the
Territories Bordersas well as thenanagement of illegal persons including their detention and repatriation
to the home country.lt is also responsible fohe handling and processing of applications for Belonger
and Residence Status in collaboration with the Board of Immigratoinhe processing of persons living,
working, residing or visiting th&erritory to allow for valid work, entry and landing permits to be issued.

The ID has an established working relationship with other LEAs ¥ émel works collaborativelip carry

out ead agency's mandateinformation sharing takes place on a daily bagidditionally, he ID is a part

of CLEA, JTF, & NE@®egionallythe IDworks closely with ICE and CBP of both the USVI and Puerto Rico,
and all IDs throughout the Caribbean regiomost notablethe St. Maarten, Antigua and Barbuda and St.
Kittsand Nevismmigration Departments-urther,the ID is a part of the CARICOM's Standing Committee
of Chiefs of Immigration and Comptrollers of Customs, British Overseas Territory's Immigration
Intelligence Forum.
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Financial Investigation Agen&yA)

The FIA is responsible for receiving, analysamgl disseminating financial intelligence and other
information, and assisting in the processing of letters of request. These functions are carried out by the
CL! Q& CAY Il y OA (). TheFlUSbnsists By aDBysis tgam tesponsiblerfalysing SARs

and making relevant disclosures to the RVIPF and other LEAs and conducting strategic analysis; an
intelligence team responsible for conducting operational analysis and background checks; and an
investigating team responsible for respondirg letters of request/international coperation matters

referred to the FIA by the AGC and processing requests for information received from domestic and
foreign CAs during the course of their ML/TF/PF investigations.

The Office of the Director of PublimBecutionfODPP)

The ODPP is the sole prosecutorial authority in the Territory with responsibility for commencing
prosecutions, taking over private prosecutions, and discontinuing prosecutions. Every case file submitted
by a law enforcement agency isviewed by the ODPP. Generally, files must be submitted through the
Police Prosecution Unit. All proceeds of criminal conduct matters are pursued, and this includes ML
related activities. As it relates to ML the ODPP pursue matters involving preditatees (including

drug offences), firearm offences, offences where on the facts it is clear that there has been a profit of
criminal activity or the monies involved were used to fund the commission of an offence.

¢KS 1iG2NySe DAEENIf Q& / KFYdoSNA&

The AGC is responsible for reviewing and responding to MLA and the service of documents requests in
accordance with the laws of the VAs the competent authority for Mutual Legal Assistance, the AGC
receivesand processes MLA and service of judicial doantsirequests submitted to the AGC by foreign
competent authorities.Generally, there are no restrictions regarding foreign jurisdictions to which
assistance may be rendered. However, there are currently international sanctions levied against Russia,
which restricts processing requests from Russia.

The Office of the Govern@gO)

The Governor of the Vis the competent authority for the purpose of responding to requests for
extradition from the VI. The AGC provides advice to the Governor throughout tiire extradition
process. In addition, MLA requests are sometimes received by and channelled to the AGC through the
GO.The Governois also the competent authority responsible for the implementation of all international
sanctions in the VI.
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5.17

5.18

5.19

TheSupervisory Framework

The FSC and the FIA are responsible for ensuring the provisions outlined in the AMLR and the AMLTFCOP
are adhered to by their respective supervised entities, not the least being the requireméitd ®ARS

and conduct full and propeCDD, and where approprigteé CDD. Conduct diie diligencemeasures

includes the identification and verification of B@formation. It also includesconsideration of the
institutional risk that a supervised entity would be exposed to, as well as themas, product/service,

and geographical risks of its clients where applicable.

Financial Services Commission

In the M, the FSC is responsible for the regulation and supervision of Fls and whisPareclassified as

financial institutionsgiven the importance ofthese entitiesto the Territory@ economyb ¢tKS C{/ Q
AML/CFT operational framework in relation to such regulation and supervision is multifaceted and is
centred on a strong licensing and authorisation regime, a comprehensivédbadiskl supervisory
framework, and the execution of proportionate and effective enforcement measures.

Regulation

Any FI wishing to carry on business in, or from within the Virgin Islands must apply for and be granted a
licence by the FSC under the releva®td A &t I GA 2y @ tKS Cc{/ Qa ftAOSyaAry3d
ensure the minimisation of misuse of BVI structures by criminals and their associates through its robust
aedaidsSy 2F YIFN] SO SydNeR O2yiNRf ao® ¢ KS theSowreashypl NB £ & |
and control structures of applicants, including the identification and verification of the beneficial owners

of each applicant, along with an assessment of the fithess and propriety of the applicant and all identified

senior officers andther independent officers. This process is repeated whenever there is any significant
change in ownership (10% or more), or senior officers once the entity is licensed.

The FSC also engages regulated entities on AML/CFT matters to enhanoedhadirunderstanding of

ML risk through targeted engagement and the provision of comprehensive septmific AMICFT
guidancé. Further, the FSC engages the industry to promote collaborative dialogue and ensure regular
updates on AML/CFT maters thrduthe use of various industry outreach programrhes

Supervision

The FSC operates a Hs#tsed approach to AML/CFT supervision based on standards of best practice and

in adherence with FATF Recommendations. Supervision includes bothategkmonitoringand onsite
AYaLlSOoiAazy LINRPOS&aasSa 6KAOK NB OSYGUNBR | NRdzyR | YR
(RAF). The RAF looks at the nature of innate operational risks, the specific source of such risks and the
quality of the management of those riskand classifies individual licensees based ortiar&éd risk
FaaSaaySyid NIdAy3 aegaitsSvyo ¢CKAA (22t A& LI AOFOTE
the regulator and applies to all licensed entities.

3 Such guidance includes AML/CFT Guidelines foB#mking Sector, Money Services Business Guideltwgdance on Regulation of Virtual
Assets in the Virgin Islandss well as the AMLTFCOP which applies to all sectors

4 Programmes include Meet the Regulator forums, patrticipation in BVI Finance Braakftstgs, publication of industry circulaaad monthly
newsletters and presentations at industry association meetings
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Application of these critesi, as part of the wider risk assessment methodology developed by the FSC,
determines the level of supervision required for each licensee, which could rateyealia,from routine
deskbased monitoring and event driven reviews execution of thematic or full inspections, suspension

of operations, appointment of an examiner, or withdrawal of a licence.

Results of ossite inspections are shared with the relevant licensee who is required to submit a
remediation plan to ensure dieiencies identified are appropriately and timely addressed. Failure to
effectively remediate the identified deficiencies may lead to enforcement action being taken against the
offending licenseesThe FSC has also begun to issue gem@péctions fidings via its newsletter for the
benefit of the wider industry.

Enforcement Mechanisms

As part of its regulatory and supervisory mandate the FSC has an obligation to take enforcement action
against any licensee for failures of compliance or breaches iategy requirements. In so doing, the

FSC follows clear criteria set out in its Enforcement Guidelines, which have been developed to ensure fair,
consistent and proportionate application of enforcement actions based on the severity of the identified
infraction. This includes the application of proportionate and dissuasive sanctions where necessary.
During the assessment period the FSC used a number of its available enforcement actions, including the
imposition 0of$479,000in penalties, $255,000 of whicklated to AML breacheseeTable 5.1below).

Sector AML Non- AML Non-AML AML Non-AML Total
AML

--TCSPs 10,000 0 165,000 17,00.00{ 75,000f 20,000.00 287,000

-- Banking 0 0 0 0 5,000 15,000 20,000

--Insurance 0 0 0 0 0 2,000 2,000

--Investment 0 0 0 50,000 0 115,000 165,000

Business

--Money 0 0 0 0 0 0 0

Services

--Financing 0 0 0 0 0 0 0

--Other 0 0 0 0 0 5,000 5,000

(Unregulated

Business)

Total 10,000 0 165,000 67,000 80,000 157,000 479,000

Table 5.1: FSEnforcement Actions Taken Between 2020 and 2022
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Financialnvestigation Agency

5.23 The FlAhas supervisoryesponsibility of DNFBPs and NPOs within the Territory for the purposes of
AML/CFT. However, for the purposes of assessingdWlthe focuf thisreport ison DNFBPs. The FIA,
in addition to exercising supervisory responsibility of DNFBPs, is afsms#islefor the registrationof
said DNFBB within the Territory.¢ KS& S FdzyOliA2ya FNBE OF NNASR 2dzi
Enforcement Unit (SEW).KS CL! Qa NBIAAGNI GA2Y YR AdzZLISNIBAAAZ2Y
that all entities fallingunder the DNFBP umbrella are registered aaré following good principles of
governance when it comes to AML/CFT controls. The FIA has put in plamegarsgistration regime and
arisk-basedapproach to supervision.

5.24 The FIA also engages with the DNFBP sector on a regular basis, via its supervisory process and through
2dz0 NBI OKXZ (2 LINRPY23GS !a[k/ C¢ LINARYyOAME.S& FyR (G2 AY

Registration

5.25 Following amendments to the FIA Act, the DNFBP registration regime came into effect in February 2022.
lff 5bC.ta INB NBIAdANBR (G2 NBIAAGSNI gAGK GKS CL! |
registration process seeks to ensure that altities fallingunder the DNFBRupervisoryumbrella are
registered, and criminals and their associates are prevented from holding, or being the beneficial owner
of, a significant or controlling interest or serving in a management capacity in DNFBPs. BNFBPs
required to provide the Fldith the names of personisoldinga significant or a controlling interest in the
DNFBP, its directors as well as its senior officers. This information is required at the point of registration
and on an ongoing basis withgeven (7) days should a change occur. All persons who fall within the
OFiS3I2NRSa NB faz2 NBIddANBR (2 YSSG G4KS cCcL! Qa TA
and capability and integrity and reputation. This entails a thorough and detadedw of each
application, including all beneficial ownership and management information, as well as further checks to
ensure DNFBPs and the individuals associated with them as verified, prior to registration being approved.
This process is repeated wharer there is a change in a person holding a significant or controlling interest
or a person holding a director or management role. In addition, the FIA also undertakes criminality checks
on all applications.

Supervision

5.26 The FIA also operates a Hstisedapproach to AML/CFT supervision based on standards of best practice
and in adherence with FATF Recommendations. Once registered and operational, all DNFBPs go through
a risk assessment exercise. This includes a review of the business, its operatioacastbiner base, as
well as any inherent risks the business may pose. This risk assessment process determines the level of
supervision each DNFBP receives, which may include routinebdsski monitoring, ongoing event
driven monitoring, inspections (thertia as well as fukcopg and outreach.

5.27 Results of deskased monitoring and inspections are shared with the DNFBP who is required to undertake
remedial steps. In the case of an inspection, a meeting is held with the DNFBP to explain the outcome of
the inspection, as well as the required next steps. DNFBPs under remediation are then monitored via the
CL! Q& 2 y-BaBel yhanhitoR§ ardcess, to ensure that they rectify any deficiencies within the
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5.28

5.29

required time. Failure to effectively remediate, magdeto enforcement action being taken against the
DNFBP.

Enforcement Mechanisms

As part of its supervisory responsibility, the FIA has access to monetary as well -a®metary
enforcement actions available for use, in the event ofsompliance/breacheby a DNFBP. The FIA has

the power to impose a range of sanctions as enforcement actions against DNFBPs. The FIA also has
additional powers, which it can and does use in order to ensure compliance with the AML/CFT regime. As

part of this framework, the Flfollows its Guidance Notes on Enforcement and Penalties for DNFBPs and

bt hdas ¢KAOK ¢gSNB RS@OSt2LISR (2 LINRPYARS 5bC.ta |yR
process.

Although monetary penalties were not issued during the period covered underdapt, the non
monetary enforcement actionislentified inTable 5.2belowwere taken:

Legal Practitioner 3 5
Accountants - 1
Real Estate Agents - 2
Jewellers & DPMS 1 2

Yacht Brokers - -

Car Dealers - -

Table 5.2: FIA Enforcement Actions Taken Between 2020 and 2022
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6.1

6.2

6.3

6.4

6.5

The Assessment

In 2020 the FSC and the FIA conducted sectoral ML risk assessihtresFl and DNFB$ectors asa

follow up to the National Risk Assessment that was concluded in ZlH&resulting reports provided an
iNNRSLIGK NBZASE 2F (KS NARaAlaAX GKNBIFGa I yRfindhddl y SNI 0 A
sectors, as well as of the Competenttihorities and law enforcement agencies within the jurisdiction that

are responsible for mitigating the risk of ML and TF.

Since that time the Territory has been working towards addressing the recommendations made in those
reports at a national level.The results of the 2020 ML risk assessments have enabled authorities to
identify, assess and understand the changes in the ML risks faced by the jurisdiction since the initial NRA
was conducted. The Territory has also implemented its National AML/CEY, Raditional AML/CFT
Strategy and National Strategic Action Plan in order to apply appropriatdagd preventative or
mitigating measures.

At the supervisory level, the FSC and the FIA katancedheir supervision and regulation of financial
institutions and DNFBPthrough increased deskased and ofsite supervisiormonitoring andas well as
outreach Such outreactincluded ensuring thafFls and DNFBRsere aware of the findings of the 2020
ML assessments and understood that they needed to thkefindings into consideration whesarrying
out their own assessments determinewhat constitutes a high or low risk, what their risk appetite is,
and what constitutes appropriate measures to manage and mitigate risks.

In accordance with the National AML/CFT Policy and Strategy the Territory has committed to updating
these risk assessments based on intelligence gathering of potential and/or developing risks. Given the
ongoing shifts in the global and local AML/CFT leaples it is now necessary to review the current
AML/CFT environment to take into account shifts in threats and vulnerabilities that have occurred since
the conclusion of the 2020 ML risk assessments.

The2020 sectoral risk assessments/ered the period @15 through 201%or Fls an®017 through 2019

for the DNFBP sectofThs follow-up assessment now losk & (G KS ¢ SNNA (G2 NE Q& N aj
datacollected for the perio@020 and 2022 The assessment was carried jmimtly betweenthe FS@nd

FIAand involved the following stakeholdenhopl&2 + NBEt S Ay (GKS ¢SNNARG2NEQA

T

= =4 =4 =4 -4 4 - -9

Financial Services CommissipRegulator/Supervisor of Fls

Financial Investigation Agengyinancial Intelligence Unit and Supervisor of DNFBPs
Royak A NAAY L &f | ¢@imifal Investigator C2 NOS

D2 @S Ny 2 NIdvternatiohal Sadcfons

' GG2NySe DSy §MitukalQegal Askistavice S NA

Office of the Director of Public Prosecutian€riminal Prosecutions

Immigration Department, lllegalMigration

|l A4 al 2S3aEMRmSeiuded (0 2 Y a

International Tax Authority International Cooperation on Tax Matters
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1 Supervised entities of the FSC and theqAderstanding of AML obligations

6.6 It should be noted thawith respect to thepublic sector entitieseviewed duringthe assessmentocus
was placed othoseLEAs and CAs thate considered most critical to the AML framework

6.7 The data used in conducting these risk assessmemisred not onlysector specific da relative to
regulation and supervision of the entities within each sector, but also other critical economic and crime
data that were key to properly identifying the level of ML risk posed to theakdl follows data sets
identified by international standrds ®tters such as the OECD, IMF and F8Bconducting such
assessments

6.8 The key sources of data for this exerdisduded:

Available macrdiscal data

FSC prudential and statistical retumtestaincludingAMLUCFT Returns
FSGnd FlAsupervisory and inspection data

FS@Gnd FlAenforcement data

ODPP prosecutorial data

RVIPF crime statistiend intelligencalata

HMC cash seizure data

Forfeitureand confiscation data

FIA suspicious activitgports statistics

Corporate Registry datan legal persons and legal arrangements
Mutual Legal Assistance and otHaternational Cooperation data
Migrant detention data

Public Sector resource and training data

Feedback from FEndDNFBPs

Feedback from Public Sector agencies

=4 =4 =4 =4 -8 -8 -8 o8 ofoa s e oo

6.9 The assessmenmelied on the analysis of both quantitative and qualitative datawas driven primarily
by evidence collected from theupervisorsand other CAs and LE/As well as from the private sector via
surveys issued andata extrapolated from arumal return filings submitted to the relevant supervisor
Conducting thisisk assessment involved making judgments about identified threats, vulnerabilities, and
consequencesilt focusal on current ML threats and vulnerabilities identified at the natiblevel andhe
impact these threats and vulnerabilitiésive on the overall ML risk level of the jurisdictiorhe level of
ML risk was determined by identifying the inherent threats and vulnerabilities and offsetting the potential
consequences resultifgom the vulnerabilities by any mitigating controls in placEhe assessment also
consideredthe specific vulnerabilities associated with each sedtof (1 KS O2y G SEG 2F GKS
risk The level of ML ristwithin each sectowas determined by identifying the inherent vulnerabilities
and offsettingthe impact of thosevulnerabilities by any mitigating controls in place.

6.10 To execute this risk assessment, the methodology used to conduct the 2020 seckomakassments was
employed to ensure consistency in the capture and analysis of relevant data, and the consequential
identification of the level of ML risk to which the jurisdiction is exposed. However, the methodology was
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amended to ensure it more clegrteflected the consideration given to the assessment of the ML threats,
vulnerabilities, and risk at the national level. It should be noted that residual sector risk ratings are relative
to the financial services and DNFBP sectors within the contexedfitigin Islands. These ratings are not
comparative to corresponding sectors or products in other jurisdictions and should not be looked at in
that context.
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7.1

7.2

7.3

7.4

7.5

Methodology

MLrisk is a function oML threats, vulnerabilitieand consequences, each of which need to be properly
understood in order for the correct level of risk to be identifiésch understanding is key in the

CSNNAG2NR QA 2y3A2Ay3 STFF2NI 2F STFFSOGAGSfions. YAGAD

In considering the potential ML threats to the jurisdictiagnsideration was given to the predicate
offences for ML as identified by the FATF and the prevalence of those predicate offences within the
Territory. This called for the interrogation of statistical data received from the RMBRHMC and the
ODPP, sawell as a review of qualitative data collected through the issuance of a survey to the various CAs
and LEAs to determine the vulnerabilities relative to the identified threats.

National ML Risk Rating

The national ML risk rating waslculatedasthe net risk value determinedby offsetting theidentified
threats and vulnerabilitiethat allow such threats to permeatevith anyidentified mitigating contro$in
placeto minimise such vulnerabilitiesThe ML threatof each identified domestic and foreign criminal
activitywas ratedagainstthe following four criteria:

1) Sophisticationg the extent to which the threat actors have the knowledge, skills and expertise
to launder criminal proceeds and avoid detection byhauities.

2) Capabilityg the extentto which threat actors have the resources and network to launder
criminal proceeds (e.gaccesgo facilitators, links to orgaséd crimeetc.).

3) Scopeq the extent to which threat actors are using financial institutioRd|FBPs and other
sectors to launder criminal proceeds.

4) Proceeds of crime the number of crimes andthagnitude of the estimated dollar value of the
proceeds of crime being generated from prediiented crime.Where data is limited or
unavailable thigriterion was rated high.

A numerical rating between 1 and 4, with 1 signifying lowest risk and 4 signifying highest risk, was assigned
to each of thefour threat criteria. The sum of these individual ratings determined the tibtedat rating,

which caild range between a minimum &bur (4) and a maximum dixteen(16). This numerical rating
determined the¢ S NNJ { 2 NlEsSifEatian KSNAdwaE:

Rating Scale
a) High 14-16
b) Medium High 11-13
c) Medium Low 8-10
d) Low 4- 7

Similarly, thevulnerabilitieswere assessebased on the following fiveriteria:

1) Structural elements the extent to which elements such as thele of law, nationalAML
strategies and activities, and frameworks for relationships with regional partners exist.
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7.6

7.7

7.8

7.9

2) Materiality: size of proceedgenerated fromML and other related offencesomplexity of
avenues for laundering proceeds of crintke extent to whichML and otherprocesds of
crime offencesnvolvedomestic andccrossborder activities

3) Sector or productspecificML vulnerabilities extent to which products or services have been
misused in known domestic dnrough international typologiesthe level ofML awareness
and compliance within sectors, and the relative complexity and reach of money movement
through subsectors or firms thamay beat higher risk foML

4) TechnicalCompliance with FATF Standards relevant to :Mixtent to which thelegal
framework provides for theML offence, preventive measures, crassrder controls, LEA
powers and expertisgand AMLinformation exchangén accordance with FATF standards

5) Effectiveness of AML regime and other weaknessestent to whichauthorities have the
capacityto identify ard prevent ML; effectiveness ofML-related suspicious transaction
reporting, monitoring and analysiguality of intelligenceeffectiveness of internationaAML
cooperation adequacy ofhuman resourcesand timely access to beneficial ownership
information.

These vulnerabilities have been identified taking into consideration the threat environment and the
potential consequences of such vulnerabilities going undetected and unmitigated.

Asimilarnumerical rating between 1 and 4, with 1 signifying lowest risk and 4 signifying highest risk, was
assigned to each of tHeve criteria based on thé S NNJinheteNinarability to the particular criteria.

The sum of these individual ratings determinée total vulnerability rating, which could range between

a minimum of six) and a maximum of twenty (8. This numerical rating determined titeS NN& ( 2 NE Q&
vulnerability classification as follows:

Rating Scale
a) High 17-20
b) Medium High 13-16
¢) Medium Low 9-12
d) Low 5- 8

The level of each of the following controls in place to mitigate against the identified vulnerabilities was
then used to offset these vulnerabilities:

1) Knowledge of AML/CFobligations

2) Risk mitigatiorpolicies and procedures in place

3) Inter-agency trainig, coordination and information sharing

4) Level of maintenance a@DD andO information

Similar to the vulnerability criteria, each of tfeur (4) mitigating criteria was assigned a rating between

0 and 2, with O indicating a low level of mitigation control measures and 2 indicating a high level of
mitigation control measures. The sum of these individual ratings determined the total controlg, ratin
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which could range between a minimum of zero (0) and a maximuseigbit (8). This numerical rating

determined theTerritoryQ a

Rating
a) High
b) Medium High
¢) Medium Low
d) Low

YAGAIFGAY3 Ot aaAFTAOLGAZY

Scale

N &~ O 0

7 -
5-
3-
0-

-

a

T2ttt 20a

7.10 The total controls rating was then subtracted from the total vulnerability rating to determinectidual
vulnerabilityrating. This rating was then added to the threat rating to determine ttverall risk rating.
The following point value scales weten applied:

Scale
a) 28¢ 36
b) 19¢ 27
C) 10-18
d) 0c9

Rating

High

Medium High
Medium Low
Low

7.11 Theresulting risk rating of either low, medium low, medium high or high as outlin€hart7.1 below,

was based on thaveragenet score receivedsdetailed inTable7.1.

Drug Trafficking 22 MH
Migrant Smuggling 18 ML
Murder 16 ML
Corruption 21 MH

Fraud 23 MH
Corruption 22 MH
Tax Evasion 22 MH

Table 7.1National ThreatsRiskRating
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National ML Threats

1 THRRR

Domestic Domestic Domestic Domestic Foreign Foreign Foreign Tax
Drug Migrant Murder Corruption Fraud Corruption Evasion
Trafficking  Smuggling

25

2

o

1

ol

1

o

()]

Chart 7.1: National Threats Rigkating

Sectoral ML Risk Ratings
7.12 At the sectoral level each sector was assessed based on the following identified areas of vulnerability and
the potential consequences of such vulnerabilities going undetectediandtigated.

1) Inherent Characteristics:i KS SEGSyd 2F GKS asSoiz2Nna S02yz2y
operating structure, and scope and accessibility of operations.

2) Nature of Products and Servicethe nature and extent of the vulnerable prodscand services
and the volume, velocity and frequency of client transactions associated with these products and
services.

3) Nature of clientele YKS AYKSNByYy (G @dzZ ySNIoAfAGASAE aaz20Al i
nature of business relationdhi 60 6 A G K Of ASyGaoT Odzad2YSN adl Gdza
facility to identify the beneficial owner for most of the customers (i.e. complex business structure
vs. individual).

4) Geographic Reaclihe exposure to highisk jurisdictions as iderfied by the FATF.

5) Nature of the Delivery Channelshe extent to which the delivery of products and services can
be conducted with anonymity (fae®-face, nonfaceto-face, use of third parties) and complexity
(e.g., multiple intermediaries with fewnmediate controls or no accountability in identifying the
originator of the transaction)].

6) Susceptibility to abusethe extent to which the sector has been identified in: reported suspicious
activities; criminal proceedings (locally and internatioyjall

7.13 A numerical rating between 1 and 4, with 1 signifying lowest risk and 4 signifying highest risk, was assigned
to each of the six criteria based on the inherent vulnerability of each sector to the particular criteria. The
sum of thesendividual ratings determined the total vulnerability rating, which could range between a
minimum of six (6) and a maximum of twery2 dzZNJ O H N 0 @ ¢CKA& ydzYSNROFf NI (
vulnerability classification as follows:
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Rating Scale

a) High 21-24
b) Medium High 16-20
¢) Medium Low 11-15
d) Low 6-10

7.14 The level of each of the following controls in place within each sector to mitigate against the identified
vulnerabilities was used to effet these vulnerabilities:
1) Knowledge of AML/CFT
2) Prior risk assessment rating (used to determine the impaangfoutreach and supervision since
the last assessment)
3) Risk mitigation policies and procedures in place
4) Level of maintenance of CDD and BO information
5) Actions taken by supervisor

7.15 Similar to the vulnerability criteria, each of the five (5) mitigatingecidt was assigned a rating between
0 and 2, with 0 indicating a low level of mitigation control measures and 2 indicating a high level of
mitigation control measures. The sum of these individual ratings determined the total controls rating,
which could rage between a minimum of zero (0) and a maximum of ten (10). This numerical rating
RSGSNY¥AYSR (KS &a4SOG2NRa YAGAIFGAy3 OfFaaAFTAOLGAZY

wn

cale
0

Rating
a) High
b) Medium High
¢) Medium Low
d) Low

-1
-8
-5
-2

o wo

7.16 The total controlgating was then subtracted from the total vulnerability rating to determine the overall
risk rating of the sector. The following point value scales were then be applied to determine the overall
risk rating for the sector:

Scale Rating
a) 17-24 High
b) 10-16 Medium High
C) 3¢9 Medium Low
d) 4-2 Low

7.17 Theresulting risk rating for each sector of either low, medium low, medium high or high as outlined in
Charts7.2 and 7.3 below, was based on thaveragenet score receivedfter applying the mitigating
controls to offset the identified vulnerabilities witihieach sector as detailed Trables 62 and6.3.
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Banking 13 10 3 ML
Financing 7 8 -1 L
Money Services 12 8 4 ML
Insurance 9 8 1 L
TCSPs 22 5 17 H
Investment Business 16 6 10 MH
Insolvency 9 10 -1 L
VASPs 23 1 22 H

Table7.2: FISector Risk Scoring and Ratings

Legal Professionals 16 6 10 MH
Accountants 11 7 7 ML
Real Estate Agents 13 5 8 ML
Jewellers and DPMS 13 6 7 ML
Vehicle Dealers 11 7 4 ML
Yacht Brokers 9 4 5 ML

Table7.3: DNFBPRsector Risk Scoring and Ratings

Financial Institutions Overall Risk

Banking Financing  Money Insurance  TCSPs Investment Insolvency  VASPs
Services Business

Med-Low Low Med-Low Low High Med-High Low High

Chart7.2: Financial Institutions Sector Risk Ratings
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DNFBPsOverall Risk
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7
6
5
4
3
2
1
0
Legal Accountants Real Estate  Jewellers & Vehicle Dealers Yacht Brokers
Practitioners Agents DPMS
Med-High Med-Low Med-Low Med-Low Med-Low Med-Low

Chart7.3: DNFBRSector Risk Ratings

Legal Persons, Legal Arrangements and EmeRjioducs ML Risk Ratings

7.18 Thematrix was also applied to each type of legal person and legal arrangement that can be created, as
well as to the group of emerging products and technologies identified withirrdpert. The criteria,
however, was adjusted tanore accuratelyreflect the vulnerabilities to which these producteay be
exposedas follows:

1) Nature and Complexity the extentto which the product is required to be registered or
incorporated extent to which the product is utiliseihcluding for complextransactions, the
nature of ownershimf the product

2) Purpose of Productsthe volume, velocity and frequency of client transactions associated with
these products and servicethetype ofbusinesseshat these productsare used to facilitate

3) Nature of dienteleYthe inherent vulnerabilities associated with tipgoductsQ Of A Sy 1 St S LIN
extent to whichthese productsare utilised bydomestic orinternationalcustomers

4) Geographic Reaclihe exposure to highisk jurisdictions as identified by the FATF.

5) Nature of the Delivery Channelshe extent to which the delivery of products and services can
be conducted with anonymity (fae®-face, nonfaceto-face, use of third parties) anedmplexity
(e.g., multiple intermediaries with few immediate controls or no accountability in identifying the
originator of the transaction)].

6) Susceptibility to abusethe extent to which theproduct has been identified in: reported
suspicious activitie criminal proceedings (locally and internationally).

7.19 A numerical rating between 1 and 4, with 1 signifying lowest risk and 4 signifying highest risk, was assigned
to each of the six criteria based on the inherent vulnerability of garciductto the paricular criteria.
The sum of these individual ratings determined the total vulnerability rating, which could range between
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a minimum of six (6) and a maximum of tweifityur (24). This numerical rating determined gh®ductQ a
vulnerability classificatioas follows:

Rating Scale
a) High 21-24
b) Medium High 16-20
¢) Medium Low 11-15
d) Low 6-10

7.20 The level of each of the following controls in pldoe eachproduct to mitigate against the identified
vulnerabilities was used to effet these vulnerabilities:

1) Supervisoryisk mitigation procedures in place
2) Prior risk assessment rating

3) Role of TCSP

4) Maintenance of BO Information

5) Access to iformation for IGrequests

7.21 Similar to the vulnerability criteria, each of tfige (5) mitigating criteria was assigned a rating between
0 and 2, with O indicating a low level of mitigation control measures and 2 indicating a high level of
mitigation control measures. €hsum of these individual ratings determined the total controls rating,
which could range between a minimum of zero (0) and a maximuterofLl0). This numerical rating
determined theproductQa YA GAIF GAy 3 Of F aaAFAOIGAZY & F2ff26a°

Rating Scale
a) High 9-1
b) Medium High 6-8
c) Medium Low 3-5
d) Low 0-2

7.22 The total controls rating was then subtracted from the total vulnerability rating to determine the overall
risk rating oeach product The following point value scales were then be applied to determine the overall
risk rating foreach product

Scale Rating
a) 17-24 High
b) 10-16 Medium High
C) 3¢9 Medium Low
d) 4-2 Low
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7.23 As with the sector ratings, theesulting risk rating for each was based on the net score received after
applyinganymitigating controlddentifiedto offset the vulnerabilitiesnherent in each product or service.
The results aréisplayed irTable7.4 and Chart7.4 below?.

Business Companies 23 2 21 H
Limited Partnerships 13 2 11 MH
Micro Business Companies 9 4 5 L
Trusts 17 3 14 MH
VISTAS 11 3 8 ML
Emerging Products 21 0 21 H

Table7.4: Risk Scoring and Ratinf Legal Persons, Legal Arrangements and Emerging Products

25
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20
15
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0

Business Limited Micro Business Trusts VISTAs Emerging
Companies Partnerships Companies Products
High Med-High Med-Low Med-High Med-Low High

Chart7.4: Risk Ratingfor Legal Persons, Legal Arrangements and Emerging Products

5 Discrepancies in final scarare a result of rounding out average vulnerability and mitigating control scores
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Money Laundering Overview

I 2dz2NAARAOGAZ2Y Q& @ funchoh Gf its MA threa@ 2nd &uln&£bitkBsR MliitRreats &n
come directly from people (natural and legal), and criminals generally, or they can be indirect where
systems require improvement to detect, mitigate, combat and curtail harmful activity.

The concept of vulnerabilities is closely linked to that of a threat and comprises those things that can be
exploited by the threat, or that may support or facilitate threat activities. Vulnerabilities are effectively

those factors that represent weaknesse Ay G KS ¢SNNAG2NEB Q& !a[k/ C¢ aeai:
of the economy.

Money Laundering Threats

The crime rate in the Virgin Islandsridatively low as outlined inChart 8.1 below which provides a
depiction of the number of criminal offems recorded in the Territory between 2020 and 2022. However,
data provided indicatesraupwardtrend in all categories of crimes, with the exception of crimes against
property as outlined irfChart8.2.

Major Criminal Offences
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Chart8.1: Number of Major CriminaDffences Recorded: 202022
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8.4

8.5

Major Offences by Type of Crime
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Major Crimes Other Crimes Major Crimes Narcotics Offences
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Chart8.2: Major Criminal Offence®y Category of Crime20202022
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Other Offences

As noted inChart8.2 above, he majority ofreported offencesdocumentedby the RVIPBetween 2020

and 202Zell into the followingdfive categories:
Major Crimes Against the Person
Other Crimes Against the Person
Major Crimes Against Property
Narcotic Offences

Weapons Offences

= =4 =4 4 =4

Major/Other Crimes Against the Person

Major crimes against the person include murder, attempted murder, manslaughter, and assault including
wounding or inflicting grievous bodily harnm addition,while not classified as a major crime against the

person,common assault has also been includedhis categoryfor the purposes of this assessmeag
this offence accounts for the majority of crimes recorded against perasmaitlined inTable8.1 below.
Other more serious crimes of murder and attempted murder are hot common, however, liaskeeen
an increasen the number of murders that occurrdzbtween 2020 and 2022

Murder 3 7 7
Attempted Murder 3 1 4
Manslaughter 0 1 1
Serious Assau{bccasioning actual @rievousbodily harm) 97 95 78
SubTotal 103 104 a0
Common Assault 195 221 327
Total 298 325 417

Table8.1: Major/Other Crimes Against the Person: 20-2022
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8.6

8.7

Major Crimes Against Property

Major Crimes against Property include theft, robbery, burglary, aggravated burglary and damage to
property. Crimes recorded in this category related primarily to burglary, theft and criminal degsage
similarly reported in the 2020 MRisk Assessmentmost of which have been identified as crimes of
opportunity (SeeTable8.2 below). These are generally of low financial value and very rarely involve
violence against persons.

Robbery 26 16 11
Burglary 139 201 121
Theft 208 203 214
Property Damage 94 131 128
Total 467 551 474

Table8.2: Major Crimes Against Property: 20-2022

Narcotics Offences

Narcotics Offences include unlawful cultivation, importation and possession of cannabioeaide
(including crack cocaine), and possession with intent to supply canaathisocaineand most recently
ecstasy Crimes recorded in this category related primarily to unlawful possessiod unlawful
possession with intent to suppbf a controllel drug, which in most cases was cannabis {cades 8.3a
and 8.3b below).

Unlawful cultivation of cannabis 1 2 3
Unlawful importation of cannabis 0 1 3
Unlawful possession of cannabis 54 38 49
Unlawfulpossession of cannabis with intent to supply 14 7 15
Unlawful importation of cocaine 0 1 0
Unlawful possession of cocaine 1 1 3
Unlawful possession of cocaine with intent to supply 6 2 5
Unlawful possession of crack cocaine 0 0 0
Unlawfulpossession of crack cocaine with intent to supply 1 1 0
Unlawful possession of ecstasy with intent to supply 0 0 1
Total 77 53 79

Table8.3a: Number of Narcotic Offences Reported: 202022
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8.8

8.9

8.10

Unlawful cultivation of cannabis 2 5 2
Unlawful importation of cannabis 0 1

Unlawful possession of cannabis 56 32 28
Unlawful possession of cannabis with intent to supply 22 8 13
Unlawful importation of cocaine 0 1 0
Unlawful possession @bcaine 0 1 2
Unlawful possession of cocaine with intent to supply 11 5 6
Unlawful possession of crack cocaine 0 0 0
Unlawful possession of crack cocaine with intent to supply 1 1 0
Unlawful possession of ecstasy with intent to supply 0 0 2
Total 92 54 53

Table8.3b: Number of Persons Charged witllarcotic Offences: 280-2022

WeaponOffences

Possession of a firearm or ammunition in the VI is illegal unless legal authorisation has been granted by
the RVIPFo own and carry a weaponMost weapons offences recorded, therefore, related to possession

of a firearm, possession of a firearm and ammunition, possession of ammunition, being armed with a
weapon, possession of a prohibited weapon and discharge ofaxifinas outlined inTable8.4 below.

Armed with a Weapon 6 10 21
Possession of Firearm 3 1 8
Discharging a Firearm 0 0 2
Possession of Ammunition 0 2 6
Possession of Firearm and Ammunition 11 6 8
Possession of Prohibited Weapon 0 1 0
Possession of a Taser 1 0 0
Total 21 20 45

Table8.4: FirearmOffences: 202@ 2022

The main source of firearms within the Territory is through illegal importation connected to the
movement of drugs and othéltegal commaodities Between 2020 and 20222illegal firearms have been
recoveredby law enforcement.

Other Offences

In addition to the four major categories of offences, other offences suctaad {including online fraud)
smugglingand breach of trust were also recorded during the reporting period. Statisticsnaleate an
increase irthese offencess outlined inTable8.5 below.

40



Corruption/Bribery 0 0 0
Breach of Trust 1 3 3
Fraud/Forgery Offences 3 5 14
Counterfeiting (currency) 0 0 3
Human Trafficking 0 0 0
People Smuggling 1 1 2
Organised Crime 0 0 0
Terrorism 0 0 0
Total 5 9 22

Table8.5: Other Offences: 200 ¢ 2022

Proceeds of Domestic Criminality

DrugTrafficking

8.11 Given its proximity toSt. Maarten,the USVI and Puerto Rico, the VI has long been identified as a
transhipment point for South American narcotics destined for the W8, therefore, not surprising that
the major ML threats emanating fromochestic criminality relate primarily to drug trafficking aitd
associated crimesuch as cash smuggling and failing to decld&etween 2020 and 2022, cocaine and
cannabis valued at approximately $401,314,826.00 was seized by local authviigst. the RVIPF has
achieved recent success in frustrating the importation of drugs and recovering large quantitaesatfcs
as reflected in thenarked increase in thquantity and value of drugs that have been seitsekTable
8.6 below), there is less known about the criminal proceeds emanating from such supply.

2019 2020 2021 2022
Cannabis 16.8 kg 8.3 kg 34.3 kg 51.716kg
Cocaine 469.7 kg 2511.8 kg 1514.8 kg 1100.8kg
CrackCocaine 00g 68.0g 60.0g 00g
Ecstasy - - - 1.6 kg

Table8.6: Quantity of Drugs Seized®020¢ 2021

8.12 However theillegal movement of cash associated witlugtrafficking hasalsobeen an ongoing issue for
law enforcement agencies within the Territory. f 0 K2 dzZAK GKS Of 2adzNB 2 F
due to the COVI29 pandemic saw less traffic coming through the legal ports of dxatiwween 2020 and
2021, smuggling contired to occuresulting inthe valueof seizedcash linked tgproceeds of criméeing
comparablgo pre-pandemic seizure value§or the period 2020 to 2022, £21,60750 cash was seized

iKS
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8.13

8.14

8.15

8.16

by local law enforcement authorities, of whichGRE998.50 wasbecaise offailures to declaret a port of
entry, while $£,820,609.00 resulted frontash smuggling activities

Migrant Smuggling

Migrant smuggling through the VI of persons attempting to reach US territorial waters has been identified
as an issue for the TerritoryHuman trafficking has also been identifjéxit to a much lesser exterind

is generally connected to the commercial $&de.

The captains of intercepted vessels are usualbjdentsof other countriegransporting persons for cash
through Territorial waters on their way to the USMlhe majority of migrants in such instances appear to
be Haitian, Cuban, VenezuelamdaDominican Republic nationalhese nationals are frooountries that

at some point would have qualified for Temporary Protected Status (TPS) in the US once Baskdl.
on the trendsand informationreceivedfrom US/I authoritieamanyof thesenationalspresent themseles
seeking to be admitted to the TPS progra@®thers aresimplyseeking a way to the mainland US.

Further, there is evidence to indicate that illegal migrants are being brought into the Territory on behalf
of persons who engage in activities connected to the commercial sex trade, such as exotic dancing and
prostitution. Data indicates that in such faeces migrants tend to originate from Cuba, Venezuela, and
the Dominican Republic. It can be concluded that the likelihood of the profits made from these services
finding their way into the domestic banking system is high.

Between 2020 and 2022, 17lignants were detained attempting to either enter the Territory illegally in
transit to the US or found in territorial waters enroute to the USV&ble8.7 provides a breakdown of
the countries of origin of the detained migrants. Of the 171 migrantsideth 144 were successfully
repatriated to their home countries.

Bahamas 1 0 0 1
Brazil 0 6 0 6
Colombia 0 0 2 2
Cuba 0 2 9 11
DominicanRepublic 8 0 2 10
France 0 0 1 1
Grenada 1 0 0 1
Guadeloupe 2 0 0 2
Guyana 0 2 3 5

Haiti 0 28 50 78
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8.17

8.18

8.19

8.20

8.21

Peru 0 1 0 1
Romania 0 0 24 24
St. Kitts 0 0 1 1
St. Lucia 1 0 0 1

St. Vincent 1 0 0 1
Trinidad 2 0 0 2
Uganda 0 0

USA 2 0 0 2

Venezuela 12 7 2 21

Total 31 46 94 171

Table 8.7 Guntries of Origin of Migrants Detained Between 2020 and 2022

With regard to the spike iRomanian nationals 2022, it was foungased on information received in all
instances, that theyvere also attempting taeachthe USVI in efforts to ma&von to the mainland US
using the VI athe link tothe USVI

Murder

The murder rate in the Virgin Islands is relatively low in comparison to most other Caribbean jurisdictions.
The observable trend in such crime points to factions of organised crime operating within the Territory
carryingout gang related killingghat may be connectedith drug trafficking. Of theZlmurders,7 remain
unsolved

Corruption
The 2016 NRA identified corruption within LEAss arisk that could lead to illegahctivities being

overlooked orinvestigations frustrated or circumventedn the 2020 Risk Assessmeritowever,data
provided did not indicate any SARs being filed in relation to domestic corruption, nor was any data
presented to indicate that any invegttions had been launched into this particular offen¢éowever,

the issueremainedand has since become more elevated.

Since the 2020 Risk assessment, a number ofpigfile events have brought the issue of corruption to
the fore. Extrderritorial corruption cases involving higavel domestic government officials linked to
drug trafficking and ML have initiated a number of domestiminalinvestigations These investigatian
haveresulted so far in one person being charged with breach of trust.

Other unrelated investigations stemming from the findings of28@1 Commission of Inquiry established

dzy RSNJ 0 KS +#ANHAY Lafl yRaQ hdav@aoresuited inzharges f breaghjofizA NB
trust being laid againdivo other public dficials. These do not appear to be connected to any form of
drug related activitiedhowever,investigationsare currently ongoing so the extent to which funds may be
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identified in connection with any illicit activity is currently unknowihe GoVhas established an
Implementation Unit tomonitor and ensurethe recommendations within the Commission of Inquiry
report are properly and timely addressed.

8.22 Further,within the reporting periodthere was one other casehere public officersvere charged with
breach of trust related to organised crimén additioncasedave beerbrought against former and active
police officersand other publicofficers in connection withvarious illegal activities including drug
trafficking. Most of these cases are onggihgwever, the existence of the cases themselves points to
corruption being an ML threat to the jurisdiction.

8.23 It should also be noted that, as part of 2018 UNODC CeuRreview Report of the United Kingdom of
Great Britain and Northern Ireland on its implementation of articldgland 5159 of the UN Convention
against Corruption, the VI was also assessed. This reguich was issued 2019, highlighted a number
of RSTAOASYOASa Ay (GKS +#LQa&a AYLXSYSyidlFaaz2y 2F Of
NEO2YYSYyRIGA2ya (2 AGNBYy3IliKSYy GKS zLQa FNIYSs2N]
has been working to addres&ome of the steps taken to date inclutthe passage of

1 the Contractor General Act, 202&hich establishes the office of the Contractor General for the
monitoring and implementation of government contracts, including investigating fraud,
mismanagement, wast®r abuse identified in connection with the awarding and implementation
of government contracts;

1 the Whistleblower Act, 2021, whichrovides for the manner in which individuals mai the
public interest disclose information that relates to unlawful or other illegal conduct or corrupt
practices of othersand provides for the protection against victimisation of persons who make
these disclosuresnd

1 the Public Procurement Act 2021, whiclakes provisionfor the regulation of public procurement
to ensure,inter alia fair, equal and equitable treatment of all tenderegovernment projects

8.24 Implementation of the frameworkto operationalise the Contract General and Whistleblower Asiset
to occuras these legislation have not yet been brought into forcEhe absence of these frameworks
O2 YLJR dzy Ra ( $tr8gglé téeficktively 2addisq the issue of corruptiofihe Public Procureent
Act has however, beenlargelyoperationalisedas some comgnents of the frameworkvere already in
place prior to the passage of the AcODther components of the administrative framewaake being
finalisedwith a view toensuringtransparency andairnessin the public procurement process

8.25 Other policies currently in place include a Ministerial Code of Conduct which was implemented in 2021
and provides guidance to Ministers of Government on how to conduct themselves in their overarching
duty to comply with the law, uphold the administration of fiae and protect the integrity of public life.
No complaints against any Minister for breaching the Ministerial Code have been recorded. Further, the
Official Cabinet Handbook, published in 2009 requires Members of Cabinet to declare their or members
of i KSANIJ FIYAfE&Qa AYydSNBad Ay lye YILGGSN GKIFId O02YSa
Cabinet to collectively decide whether the member should be excused from the discussion.
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8.27

8.28

8.29

Proceeds of Foreign Criminality

Being an International Finaral Centre, the VI is vulnerable to ML through the activities carried out by

legal persons and legal arrangements established and/or registered in or from within the Territory. Due

G2 GKS ylFidz2NB 2F (GKS L Qa Ay indNIredisisteny frof pracéeds: y OA | €
generating predicate crimes committed abroad as the most significant amount of proceeds is likely to be
generated in foreign jurisdictions. Therefore, exposure to transactions involving BVI companies
presumably poses a higheML/TF threat than domestically generated proceeds of crime. To fully

dzy RSNEGFYR GKS SEGSyd 2F GKS ¢SNNAG2NBQA @dzZ ySNI
criminality is measured through the analysis of international cooperation mechanigitised by the

various LEAs and CAs, particularly in regard to requests emanating from agreements such as MLATS.
Offences committed, as identified through these MLA requests, usually relate to fraud, corruption and tax
evasion as well as ML committedadther jurisdictions.

Fraud

Fraud committed overseas by or through a BVI legal person or legal arrangement, or by the BO of such
entities provides a risk to the Territory from a reputational perspective as well as in relation to the offence
itself. Gien the volume of BVI registered legal entities the exposure to such transactions poses an
elevated level of threat of ML to the VI. Fraud offences committed overseas are dealt with in the
jurisdiction in which they take place. However, assistance igigeed by the VI by way of MLA if
requested.

Corruption
Similar tofraud, corruption committed overseas, which may be facilitated through a BVI legal person or

legal arrangement, or by the BO of such entities provides a reputational risk to the Territory. More
directly, the VI has recognised the risk of BVI legal pstdegal arrangements, FIs and other gatekeepers
facilitating the laundering of such proceeds of crime. The value of proceeds generated by foreign
corruption, however, is unknown as such cases are dealt with in the jurisdiction in which they take place
with assistance provided by the VI by way of MLA if requested. There have been no domestic
investigations or prosecutions of a BVI registered entity relative to any offences committed in a foreign
jurisdiction.

Tax Evasion

Exposure in relation to proccedl SNA SR FTNRBY (GlIE S@lF&arzy A& NBRdAzO
LI NOAOALI GA2Yy Ay (GKS h9/5Qa Df20Ff C2NHzYy 2y ¢NIya
and the Inclusive Framework on Base Erosion and Profit Shifting (BEPS). Following titsnentroh

the Virgin Islands to the fight against tax evasion the Multilateral Convention on Mutual Administrative
Assistance in Tax Matters was extended to it in 2014. The agreement immediately established a tax
information exchange relationship with ov&17 countries. In addition, the VI currently has 28 TIEAS in

place. These agreements enable the exchange of information in respect of both criminal and civil tax
matters.
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Seizures, Forfeitures and Confiscations

830!y AYLRZNIIYG LI NI MZCFT regifie is asiabilitg tB seQe krekze Ofdrfeit! and/or
confiscate the proceeds of criminal activity to ensure criminals are deprived of thgtt#in gains. In
the VI, funds found during the commission of a crime are seized as a matter of péitaure provisions
exist within the Police Act (PA), the Drugs (Prevention of Misuse) Act (DPMA), the Drug Trafficking
Offences Act (DTOA), the Proceeds of Criminal Conduct Act (PCCA), and the Customs Management and
Duties Act (CMDA). Seizure provisiatso exist in the Criminal Justice (International Cooperation) Act
(CJICA) in relation to criminal proceedings instituted against a person outside of the Virgin Islands which
allows a police officer to enter and search premises and seize any evidemcktfmnein. Such searches
must be conducted upon application and granting of a warrant.

8.31 Forfeiture of tangible assets is permissible in relation to drug trafficking offences under the DPMA if the
asset is used as chattel in the transportation of the drugWith regard to other proceeds of criminal
conduct offences forfeiture of both cash and other tangible assets can be sought under the PCCA.
Forfeiture under the DMPA or the PCCA is not dependent on gaining a conviction.

8.32 The CMDA also permits forfieie which is achieved through the detention and seizure of goods, including
vessels used in connection with the commission of criminal conduct. It also allows for the condemnation
of contraband. Forfeiture, however, is generally pursued in relatiorailarés to declare incoming or
outgoing cash at the border. Additionally, under the CJICA, overseas forfeiture orders are also enforced
in relation to offences committed outside the Territory that correspond to, or are similar to, offences
under the DPMAand the DTOA where assets held within the Territory were used in connection to the
commission of such an offence. These orders are usually facilitated through a court order.

8.33 As outlined inTable8.8 below, between 2020 and 2022 over $3.1 million in cash was seized. During that
same period over $3.3 million was successfully forfeited. The value of these forfeitures accounts for cases
completed during the period, which includes cases that may hawen@nced prior to the reporting
period.

2020 12 1,568531.00 1,089,370.00
2021 7 927,975.47 635,000.00
2022 12 652,886.00 1,672,58100
Total 31 3,14939247 3,396,95100

Table 8.8: Value of Gha Seized and Detained and Assets Forfeited

8.34 Nine (9) of these seizures came from inbound and outbound failures to make declarations to HMC at a
port of entry. The majority of cases, however, were in connection to proceeds of drug trafficking related
offences such as cash smuggling, which aligrts thhé domestic ML threats identified above. While the
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8.35

8.36

8.37

8.38

value of cash forfeited represents 75% of total cash seized, the value of these seizures represents less
than 1% of the value of narcotics seized by authorities within the reporting period. Theofghese
narcotics demonstrates the possible magnitude of both drugs and cash proceeds that potentially pass
through the VI undetected and poses a significant risk to the Territory.

Confiscations are conviction based and can be sought in relation to convictions achieved under the
Criminal Codethe DTOA or the PCCA, which result from prosecutions stemming from criminal
investigations. In seeking a confiscation order, the burden @dfos based on a balance of probabilities

which is less stringent than the usual requirement of proof beyond a reasonable doubt for other criminal
matters. There were no confiscation cases recorded during the reporting period, which raises the issue
of thoroughness and the level of understanding in conducting ML investigations by the RVIPF as well as
the level of understanding and willingness of the ODPP to pursue such cases. The RVIPF did indicate,
however, that 6 files were submitted to the ODPRha latter part of 2022 where recommendations to

pursue confiscation proceedings were made. This demonstrates a positive shift in policy on the part of
GKS wxLtC FYR Yy AYLINROSYSYyld Ay GKS ¢SNNAG2NERQA
proceeds of their illicit activity.

Emergingrhreatsg Cyber Crime

Cybercrime, also called computer crinisthe use of a computeor a networked devicas an instrument
to further illegal ends, such as committing fraud, trafficking in child pornographingitectual property,
stealing identities, or violating privacyCybercrime, especially through tihaternet, has grown in
importance as computer and other networked deviceBave become central tosocial behaviour,
commerce, entertainment, and governmént

In the VI there isncreasng awarenessof the growing threat of cyberelated crime stemming from
criminal exploitation of advances in technology and changes in social behaiotently, the main form
of cyberenabledcrimes whicharetraditional crimes that carbe committedwithout a computer but are
enabled by a computer in certain circumstandést have been identifiedelate to child pornography on
the internet and fraud. In addition,some cyberdependent crime whichare crimes that can only be
committed using computers, computer tweorks or other foms of hformation communication
technology(e.g, hacking, ransomwardDoS attacks and malwgréas also been identified.

Currently there have been aminimal number of reported crimes in each categoNonetheless
intelligence indicates thahis is anticipated to grow in the futurdhe RVIPEurrently has limitecyber

or digital forensic capabilities to effectively investigate cyber related in¢glencrimes. This is a risk that

has been identified withints Strategic Crime assessmeartd one whiclhcarries apotential ML risk A

digital forensic hubhas been set up in the Cayman Islands which is accessible to support RVIPF
investigations howevae, there is a cost associated with the use of t®. In addition, officers have to
travel tothe Cayman Islands to carry out the forensic work themselves which is also cost prehibit

6 https://www.britannica.com/topic/cybercrime
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https://www.britannica.com/technology/Internet

8.39 The FSC asupervisothasalsoidentified g/berthreatsas a gnificantrisk factor thatsupervisecentities
must account forThe FSC has included this topic ir2@23 StrategicWorkplan forfurther action.

Private Sector Views on ML Threats

8.40 As part of theML assessment exercise survey waslistributed to the private sectoto gather data on

their awareness of ML issues and their understanding G KSANJ NRf S Ay

Based on th results of that survethe private sector identifieadorruption, drug trafficking anffaud as

i KS

the three largest ML threats to the Territarwhichaligns to a large degree withis assessme finding
of national threats Chart8.3 outlines the predicate offences identified by the private sector as possible

ML threatsto the VI.

ML THREATS
Tax Evasio Other Arms Trafficking
14% 1% 4%

2%

People Smugglin

Corruption

Organised Crim

Human Traffickin
2%

25%

Counterfeiting
2%

Chart8.3: Predcate Offences Identified by Private Sector as Possible ML threats to the VI.
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Cooperation Matters

Inter-agencyCooperatiorBodies

8.41 Thereare several committees established within the VI that aid in fostering-exjency cooperation.

Inter-governmental Committee on AML/CFT Matters (IGC)

8.42 The IGC was established pursuant to section 50(1) of the AMLT#H@@M. The committee servas a
mechanism for fostering cooperation between key public bodies involved in the fight against, or that have
some nexus to, ML/TF activities, through a system of dialogue and the sharing of information amongst its
members. This system of dialogue hatediinteragency cooperation through:

1 asystem oinformation exchange betweememberagencieswhich has assisted gtetectingand
prevening ML/TFand related offences

1 the rendering of necessary assistancertemberagenciesn respect otheir law enforcement or
regulatory functions; and

1 the promotion of cooperation with foreign regulatory, administrative and law enforcement
officials in relation to any ML or TF matter

Committee of Law Enforcement Agencies (CLEA)

8.43 CLEAwas established by Cabinet in 2017 a G SYYAYy3 FNBY | NBO2YYSyYyRIGAZ2Y
purpose is to establish and ensure greater coordination and collaboration between law enforcement
agencies in the fight against ML, TF and other organized crim&gdghrmtelligence sharing, the joint
pursuit and apprehension of criminals, and the disruption of criminal activity. Deliberations between
members of CLEA, which include the ODPP, HMC, FIA aREtRE& Immigration Departmenhave aided
in strengthening tke cooperation and coordination amongst LEAs within the Territory by bolstering the
understanding and awareness of AML/CFT matters and how the agencies should work together in
investigating such matters, thereby ensuring more effective prosecutidBther agencies such as the
BVIAA and BVIP#hich are not considered traditional LE&® also invited to meetings as necessary if
there are crosgutting issues that require the coordination and cooperation of these agencimsler to
be effectively addressed

Council of Competent Authorities (CCA)

8.44 The Council of Competent Authorities was established by Cabinet in 2017 and enshrined into law in 2021
by section 10A of th&€JICA The members of CCA include the FSC, FIA, AGC, ITA and ®@©rkvho
collaboratively to coordinate and facilitate the executiof local and international cooperation matters,
as well as other relevant AML/CFT issues that affect or relate to the Territdig. CCA has been
instrumental in establishing a number of ssbmmittees that have helped in the ongoing development
ofthe cSNNAG2NE QA !a[k/ C¢ 2LISNFGA2YI € FYyR fS3Aratl GAa
CSNNRAG2NEQa !a[k/ C¢ NBIAYSOD
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Joint Task Force (JTF)

8.45 The JTF was created in July 2020 and was borne out of a recommendation emanating from the National
Security Counti It is a multiagency task force made up of HMC, RVIPF, GO, FIA and Immigration. The
mandate of the JTF includes engaging in information and intelligence sharesdicating law
enforcement strategy and undertaking initiatives that would enhance efighting initiatives. These
include joint law enforcement activities like land and sea patrols and joint operations to reduce crimes
such as drug trafficking and cash and human smuggling, which are interwoven with the occurrence of ML
and commensurate ith the identified risk in the NRA and the 2020 sectoral risk assessments. The JTF
has had some success in its operations as it has been responsible for the apprehension of several persons
and the seizure of over $800,000 during the reporting period.

Donestic Cooperation
8.46 The framework used for fostering intagency cooperation in the VI includes information exchange based
on the use of various memoranda of understanding. There is a-fatdtal interagency MOU established
amongst the 18 members of tH&C, which defines the relationship between the members and compels
them to work together tojnter alia, Sy KI y OS G KS ¢SNNAG2NEQa O2YLX Al yOS
with respect to information exchange, and coordinate activities to effectively combat criminality relative
to ML, TF, corruption, matters related to organized crime and tax obligatisditionally, there are
several bilateral interagency MOUSs such as those established between the FSC and FIA, FIA and HMC,
FIA and AGC, and FIA and RVIPF, which facilitate information exchange amongst those agencies.

847/ 22 LISNY GA2Y |Y2y3alG GKSasS F3SyOAasSa aLlya (GKS Syi.
internal cooperation measures between the HMC, RVIPF and ODPP to investigate and prosecute offences
surrounding declarations. Such cooperation is geared tosgaensuring the proceeds of crime are
removed, usually through seizure and later forfeiture. For exantgC can seek forfeiture and the
pursuit of a criminal investigation via the RVIPF and OBRC would also seek assistance from RVIPF
to undertake he forfeiture and investigative function for any cash seized which is subject to criminal
proceedings.

8.48 Of particular importance is the relationship between the FIA and the RVIPF in relation to the analysis,
dissemination and investigation of SARs relaetivities, as well as the relationship between the RVIPF
and the ODPP with respect to investigation and prosecution of ML offences. Additionally, the FIA provides
support to the AGC in gathering information relating to legal persons and legal arrangeaséablished
in the VI to allow for the AGC to respond to MLA requests.

SAR Filings arddisseminations
8.49 Between 2020 and 2022 7,2BARs were received by the BFoutlined inTable8.9 below.
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8.53

Ordinary SARs 804 423 497 1724
Virtual AsseBARS 450 756 4282 5488
Total No. of SARs 1254 1179 4779 7212

Table8.9: Number of SARBeceived Between 2P0 and 2022

This reflectsa 01%increase over the number of SARSs received between 2015 and ZDf1that total,
6.7% were related to entities carrying out business within the VI wl7il2% were associated with entities
conducting business outside of the Territoryfhe VI has seen antrease in SARs related to virtual assets
since 2018. Between 2020 and 2022 the number oféldted SARs received annually that were filed by
or related to BVIBCs has increased from 450282 with a total of 5,488 filed over the reporting period
accounting for 76.1% of the total SARs fil&the majority of these \Welated SARs (81%elated to fraud
(35%), ML (21%), other suspicious activity (14%) and unknown source of funds (11%).

Similarly offences most frequently identified in all SARad# related to ML, fraud, suspicious activity,
inability to identify sources of funds and refusal to provide CDD information. These findings align with the
findings of the 2020 ML Risk Assessment and indicates that the risk of ML to the jurisdictigiBiBs B
operating outside of the Territory is higher than the risk posed to the jurisdiction by entities operating in
the VI.

While the FIA has indicated that it has seen an improvement in the quality of SARs received from financial
institutions, it conthues to perform outreach in an ongoing effort to sensitise other sectors of the
requirement to file SARs and to enhance the quality of SARs being submitted. As such, the FIA conducted
targeted outreach to the Association of Compliance Officers in 202alsd published an-brochure
RSGIATAYT (GKS p2Qa 2F {!w gNARGAYy3IZT (GKS 202S0OGAGS
amongst most entities while simultaneously providing guidance to those entities that could benefit from
additional guidance.FAQs were also circulated to reporting entities in 2022 providing specific sector
guidance. It is hoped that this ongoing engagement will aid reporting entities in continuing to improve on

the quality of SARs being reported, which in turn may help theirFtAeir analysis and subsequent
dissemination to the RVIPF for investigation.

Disseminations to other domestic CAs and LEAs by the FIA as a reSAR®ffiled usually relate to
circumstances where an entity operating in the VI has been identified after the FIA has conducted its own
Fylrféeaarad ¢KS wnun a[ whAal !aasSaavySyid y2GSR GKI G
had been recédSR o6& (GKS wxLtC & | NBadzZd 2F GKS CL! Q&
improvement in the level of disseminations made, with 326 disseminations being made between 2020

and 2022, 79 of which were made to the RVIPF FCU. The majority of destsemsiio the RVIPF FCU

were in relation to possible ML, while the others were fraud related.
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Additionally, 52 disseminations were made to foreign FIUs as a result of SARs received relative to
suspicions involving BVI entities operating in other jucisoins. Similar to the domestic disseminations,

the reasons for these disseminations primarily related to suspected money laundering and fraud, but also
bribery and corruption. The number of disseminations to foreign Fl&ks increased by 12% to
approximately 17per year upfrom 13 per year during the 20152019 reporting period.However, the

number of such disseminations accounts for only 4.6% of SARs filed involving BVI entitiesomtimales

to draw into question whether sufficient informationlieing provided to the FIBy reporting entitiegdo
Fft2¢ Ad (2 O2yRdzOG LINRPLISNI Fylfearaszr ItdallavSor £ I a
additionaldisseminations to be made

The FIA also has the ability to make spontaneous wfissgions to other LEAs based on intelligence
gathering exercises, and there are no impediments to the FIA making such disclosures. In the 2020 ML
risk assessment it was reported that 75 such disseminations were made, 24 of which were sent to the
RVIPF, hile the majority of the remaining disseminations were provided to LEAs in the US, UK and Brazil,
GKAOK f22aSte O2NNBfFGISR gA0GK GKS 2dz2NAaRAOGAZ2Y A
cooperation requests emanate¢iowever, during thesurrent reporting period no such disseminations

were madeas the FIA has indicated that all spontaneous disseminations made are now as a result of
information extracted from SAR filingg his raises the issue of whether the i#s the ability oithe

capacity to identify such information outside of the analysis of SAR&h may in turn impadhe level

of disseminations that may be madagth locally and internationally.

Investigations
With regard toinvestigations the RVIPF tise lead agency for the criminal investigation of money

launderingoffences. fie RVIPF FCU effectively acts as the lead investigative agency and benefits from
intelligence provided from the Intelligence Unit within the RVIP& @ther units such as MIT and SIT, as

well as its own preactive strategy to identify ML offence$n 2022 the RVIPF implemented new policies

for managing investigations, setting out the standards alongside a performance framework, and
incorporating statitical measurements to assess the effectiveness, timeliness and quality of their work
and the wider system. This included new policies and procedures to ensure the FCU pungabteall
relevant predicate ML offences, conducts parallel investigationd, ansues restraint and forfeitures.

The goal is to increase the positive outcomes of investigations and increase cases going to the DPP for
prosecutions, restraint, forfeiture, and potential confiscations.

Further, the FCU is able to conduct finan@iiestigations in collaboration with other LEAs such as the
FIA, HMC and IDTable8.10 below details the number of cases opened by the FCU between 2020 and
2022, the number of proceeds of criminal conduct (ML) charges emanating from these cases lglihd the
convictions secured.
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2020 18 11 3
2021 18 8 6
2022 36

Total 72 27 18

Table8.10: FCU Proceeds of Criminal Cond@ases

The FlAprovides financial intelligence to the RVIPF through information emanating from SARs and other
means to assist and facilitate the investigative needs of the FCU. From 2020 to 2022;fives(@p)
production orders were sought from the courts based oW\ Fhtelligence, primarily to support
investigations into drug trafficking. Fourteen (14) of these orders were based on information contained
in SARs disclosures while the remainder were based on other intelligence provided by the FIA. All 25
orders were ganted.

In 2020 the ODDP amended and updated its Policy on the Preparation of Case Files and FilevRiehiews

is applicable to the RVIPF. This document outlinesdandtes when consultation with the ODPP should
occur and specifies that consultation must always occurgharge and at the commencement of
investigations to ensure that the investigation proceeds in a manner which would more likely lead to
proper proseation and conviction.

Prosecutions

In relation toprosecutionsthe ODPRuses a vetting procedure where any file submitted by the RVIPF is
thoroughly reviewedo ensure that sufficient evidenckas been providedo proceed to prosecution
Eachfile is reviewed usinga vetting formwhich includes a section on the identification of proceeds of
crime. All the relevant criteria outlined in the vetting form must be met to enable a case to move forward.
The ODPRherefore, relies on the RVIPF to ensure there is sufficient evidence to show that any related
funds are proceeds of crimer were used in the commission of a crint@allow a case to be prosecuted.
Once the ODPP vets the fildse vetting form issent to the submitting officeroutlining the case and
indicatingif further action is needed to progress the matter. All the files submitted to the GIDFRg

the reporting period havadvanced to prosecutions

Most ML prosecutioneelate to the laun@ring of proceeds of domestic predicate crime; mainly fraud and
drug trafficking as identified in the NRA and 2020 Sectoral ML risk assesdsetween 2020 and 2022

there were 65 ML investigations conducted by the RVIPF, in comparison to 64 investigatiolucted
between 2015 and 2019. This resulted in 24 persons being charged with proceeds of criminal conduct
(ML), down 27% from the 2012019 period. It has been explained that while only 24 persons were
charged with PCC, charges relating to othedprate offences were laid as a result of the 65 investigations
conducted. This continues to raise the issue as to veracity with which ML investigations are conducted by
the RVIPF.
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8.62 During the same period 19 case files were submitted by the FCU to the,@D&f which were proceeded
with during the period. Outcomesf cases concluded during this period saw 16 ML convictions being
secured resulting in 17 persons being sentencedowever, four were in relation to cases which
commenced prior to the repomig period.

International Cooperation

8.63 The nature of organised crime is such that it permeates national borders and assumes an international
character. This makes it difficult for any country on its own to efficiently and effectively investigate and
prosecute acts of criminality without the aid of other countries in which or through which the act of
criminal conduct extends. lis globally recognised, therefore, that cross border cooperation and
coordination of efforts are the most viable tools iretinternational response to organised crime and in
particular, money launderingThus, the efficient and effective combating of organised crime calls for a
collaborative effort and cooperation between countries and at an international level. Such coioperat
must be robust and mulfiaceted in order to significantly thwart criminals from designing and executing
their criminal intents.

8.64 In 2007, the Virgin Islands (VI) issuedBmitish Virgin Islands Handbook on International Cooperation and
Information Exchange A Guide for Regulators and Judicial and Law Enforcement Offidial$landbook
was subsequently revised in 2013 and a further revision is currently ongoing. The purpose of the
Handbook is to assist jurisdictions in understanding lamd under what circumstances cooperation may
be provided. The Handbook sets out the legislative basis for international cooperation and provides clear
indication of the necessary procedures for making a request to the VI whether criminal, civil atoegul
It also provides methods and contact details for the relevant agencies responsible for each form of
international cooperation. The Handbook provides clear guidance and evidence that there are no
impediments to international cooperation.

8.65 The VI isalso a founding member of the CFATF and is currently undergoing its Fourth Round Mutual
Evaluation Process. The VI considers assessments by international independent institutions as key in its
international cooperation process, as it positively aids thecpss of continual review and reform of
relevel laws, administrative systems and law enforcement mechanisms. Accordingly, recommendations
SYFYFGAYy3 FNRY &dzOK FaaSaayvySyida FINB NBJASSESR |y
international cooperatiorregime.

Attorney General Chambers

8.66 Since the enactment of the Criminal Justice (International Cooperation) Act in 1993, the VI has been
providing mutual legal assistance upon request to foreign jurisdictions on international cooperation
matters. The CA fdhe handling of such requests is the AG, whose role is to review and respond to MLA
requests in accordance with the laws of the ¥brmal MLA requests are handled through the AGC with
assistance from the FIA where financial information may be requestéd majority of requests requiring
FIA assistance relate to requests where a BVIBC is the subject of the enquiry.
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8.67 Generally, there are no restrictions regarding foreign jurisdictions to which assistance may be rendered.
Table8.11 below indicates the amber of MLA requests received by the AGC between 2020 and 2022.

2020 84 12 16 36
2021 80 11 10 51
2022 51 6 3 77

Table 8.1: Number of MLA Requests Received by the AGC between 2020 and 2022

8.68 The vast majority of MLA requests received relate to requests for banking documents, company
documents and beneficial ownership informatién

Financial Services Commission

8.69 Themutual legal assistance regime was further extended in 2000 to enable assistance in the area of
financial regulation by providing a regulatimr-regulator assistance scheme, primarily through the FSC.
The FSC is an active member of IOSCO, GIFCS,WalBaasother regional associations such as ASBA,
CGBS, and CAlRable8.12 below indicates the number of IC requests received by the FSC between 2020
and 2022.

Total Number of IC requests from foreign CAs 141 104 51

Number of IC requests from foreign Q#ecessed 129 89 41
Table 8.2: Number of ICRequestsReceived by the FSC between 2020 and 2022

Financial Investigation Agency

870 9 EOKIYy3aS 2F TFAYFYyOALf AyidStt A3 Snfe®Bershipain thelE@ontA G G SF
Groupas all requests for informatiofiom foreign FIUs are received via the ESW. In additémuests
for information are received directly from other international law enforcement agencies. The FIA has one
bi-lateral MoUsignedin 2022with a norEgmont member, which allows it to share information with that
foreign jurisdiction. Table8.13 below indicates the number of requests received by the FIA between
2020 and 2022.

2020 RFI 225 224

Interpol 88 86

7 Company documents includes information regarding the Company itself, including its directors, officers and how it functions
8 Beneficial ownership information includes all information relating to a beneficial owner (e.g. their identity and verifiadionents)
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2021 RFI 213 213
Interpol 72 72

2022 RFI 393 358
Interpol 22 -

Table 8.B: Number of Requestsfor Information Received by the FIA between 2020 and 202

Roval Virgin Islands Police Force

8.71 The RVIPF interacts regularly witghforeign counterpartswhich leads to intelligence sharingjable8.14
below indicates the number of IC requests received by the RVIPF between 2020 and 2022.

No. of incomingequests from
foreign LEAs 26 41 15
Incoming requestsompleted 26 41 15

Table8.14: Information Exchanges with Foreign LEARolice to Police)

872! RRAGA2YyIfftesx RdAzZNAy 3 (KS hasBhdaged ik gight jaidf Neigatons (i K S
stemming from its use of th&hip Rider Agreemeittetweenthe US and UK to stop and search vessels
within territorial waters of the VI and USVI

|l Aa ale2SaiteqQa /dzaliz2vya

8731 A& al a2SadteQqQa / dzal 2 YektioRshigs with2eliEh& &nd d@terfiatioRal cauhtiipakts) 3
through its membership in the WCO and the CCOB&6Ile8.15 below indicates the number of IC requests
received by HMC between 2020 and 2022.

No. of incoming requests from
foreign LEAs

Table 8.5: Number of ICRequestsReceived by HMC between 2020 and 2022

8.74 HMC also works closelyith US CBP and ICE, and along with the RVIPF, participates in joint operations
with these agencies, when necessary, through the utilisation of the Ship Rider Agreement.

International Tax Authority

8.75 The CA for tax matters in the VI is the ITA. The VI is a signatory to the MCAA for both the Common
Reporting Standard (CRS), which it implemented CRS in 2016, and Country by Country Reports (CBCr),
which facilitates the automatic exchange of informatiomder the international standard of automatic
exchange. The Territory has implemented the CBC automatic exchange of information regime and signed
a bilateral CBC automatic exchange of information competent authority agreement with the United
Kingdom of Grat Britain and Northern Ireland and the USA. The VI has also signed an intergovernmental
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8.76

8.77

8.78

8.79

agreement with the USA to ensure automatic exchange of financial account information under the US
FATCA.

LY FRRAGA2YZ GKS L Aa Iy |OGADBS YSYOSNI 2F (KS h
Framework on Base Erosion and Profit Shifting (BEPS). Through its membership in the Global Forum the

VI was assessed on its transparency in tax informasigchange in 2015 and was rated as Largely

I 2YLX AL yisX 6KAOK O2yFANNSR (GKS xLQa FoAfAaGe (G2 O2:
of the Global Forum indicated the ability of the VI to exchange beneficial ownership, accounting, and
barking information.

In 2022 however, the VI underwent Becond Round Global Forum (GF) Peer Review on the Exchange of
Information on Requesh which it was rated as only Partially Compliant with the GF standards. Some of
the identified gaps related to

1 the lack of availability of accounting recondben required tobe produced in a timely mannger
as there is no obligation for BVIBCs to maintain such records within the Terataty

1 the ability to ensure adequate, accurate andtiopdate BO informdbn is available when a legal
person has been strueiff, and within the statutory retention period after the entity ceases to
exist

Despite this perceived gap, however, the ITA is generally able to produce this information in response to
MLA and otheinternational cooperation requests. The identified gap may, however, enhance the threat
of fraud and/or ML as a foreign predicate offence due to the inability of RAs to obtain and secure relevant
information on beneficial ownership and financial transaes.

Table 8.16 below indicates the number of IC requests received by the ITA relative to basic and BO
information between 2020 and 2022.

BO Information 122 184 52
Basic Information 83 183 50
BO Information 4 8 0
Basic Information 4 7 1

Table 8.5: Number of ICRequestsReceived by the ITAelative to Basic and BO information between 2020 and
2022
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National Money Laundering Risk
880LY RSUGSNN¥YAYAYT GKS ¢SNNARG2NEBQa 20SNIftf a[ NRal f S

from both domestic and foreign criminality and their impact to the Territory as identified in section 8 of

the report. The ML threat from domestic ciimality was considereedium-High, while the ML threat

from foreign criminality was also assessedMedium-High As outlined in section 7, a number of

vulnerability and control factors were taken into consideration in determining the overall ML rigk lev

This analysis resulted in a determination that the overall risk of ML to the Virgin Islands is considered to

be Medium-High
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9.1

9.2

9.3

Operational FramewoiKulnerabilities

The Law Enforcement Framework

The ability to effectively mitigate the threatf ML liesin great part with the law enforcement agencies
within a jurisdiction. The VI is no exceptioftis section reviewghe vulnerabilitieghat couldnegatively
impact the ability of thekey LEA® mitigatethe threatsrelated to MLandincrea susceptiblity to risk.
The structureseach LEAave in placdéo minimise these vulnerabilitielsave been reviewed to determine
their level of effectiveness

The Royal Virgin Islands Police Force

In relation to ML K S w +kkytfuBdligns surround the identificatiorand investigationof predicate
offencesas well aghe investigation ofelatedfinancial crimesThe key vulnerabilities identified thatay
limit i K S  wability t€effeéctively mitigate ML risk include:

sub-optimal levelof resources
insufficient training

lack of proper policies and procedures
inefficientdatamaintenance

potential corruption within

= =4 =4 4 =4

Resources

HnancialGimesUnit

The current FCU staff complement is. s&ince 2020 the FCU has seen a notable increase in workload
(cases opened) as outlinedTable9.1 below.

Numberof PCC cases opened 18 18 29
No. of FIA reports (SAR) receive 11 13 6
No. of Persons Charged with PC 11 8 5
No. of SAR cases referred as 0 0 4

prosecution file to ODPP

No. ofCases referred to ODPP 6 3 10

No. of Persons Convicted of PC| 3 6 8

Table 9.1 Cases Dealvith By the FCU Between 2020 and 2022
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9.4 The increased workload of the FCU has belesllenginghowever, the RVIPF is seeking to increase the
staff complemenbf the FCUy the end of 2022\everthelessthe FCU has indicated that with the current
prioritisation processn place for handlingases, the workload remains manageable

95 9ELR&dINB (2 TFAYIYyOAlt Ay@Sadaalrdazy GGNIAyAy3a Aa C
On-going training fostaff members is also critical to ensure the FCU is alpedjoerly identifydeveloping
trendsand typologieghat continue to arise as criminals become mamphisticated irconcealing their
criminal proceeds.

Major InvestigationsTeam
9.6 TheMIT currently consists 09 permarent staff, andfour contracted Officers from the UK

9.7 The current staffing levgirovides challenges ieffectively investigahg major crimes particularly given
the complexity okome of the crimes committeddditional human resourcemayaid in the effectiveness
of the MITin executing its mandate

SeriousinvestigationsTeam
9.8 The SIT currently consists of 7 permanent saffported by wo contracted AnalystsThe SIT is regularly

called on to supporhomicide investigations and takes on manhunts for suspects wanted for the most
serious crimesHowever, he SIT2 @apacity to function is limited by a lack of resources.

IntelligenceUnit

9.9 ThelntelligenceUnitconsists of two sulsections. The Intelligence Office and the Technical T&ificers
within the U are tasked with othedutiessuch aglownloading/managing CCl&ktracting evidence from
computer systemsandassistingvith telephone downloads

9.10 Further, and as noted in sectio® above, he RVIPFcurrently has limitedcyber or digital forensic
capabilities to effectivelyinvestigate cyber related incidents or crimeshich cary a potential ML
risk However, he use of thedigital forensic hub set up in the Cayman Islands is accessible to support
RVIPF investigations.

Training
9.11 Financial investigation and Melated taining courses attended by the FCU between 2020 and 2022 are
detailed inTable9.2 below.

2020 Regional Webinar on Integrity, Ethics and Accountab 2
in Law Enforcement
Trade Based Mondyaundering Webinar 6
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9.12

9.13

Financial Investigation and Terrorist Financing Cogr 6
Part I(Virtual)
Combatting Financial Frauds through Effective Mo 2
Interception Mechanisms

2021 Forensic Accounting & Fraud Examination 1
AdvancedFinancial Investigations & Terrorism Financ 6
Pt 1l (Virtual)
Training on Countering Proliferation Finance 1
2022 Countering Proliferation Financing 6

Financial Investigation and Terrorist Finanemantorship
(for use of PCC & related powers including applicatior] 6
production orders).

Information Sharing between FIUs, Supervis 1
Authorities and LEAs

BritishOverseaLyberConference 1
Crypto Investigation Training 3
Financial sanctions, related terrorism & terrorig 1
financing.Elearning

Introduction to Trade based ML (Virtual) 6

Table 9.2: Training Courses Attended by Officers of FCU 22822

The RVIPHndicated thatit has formalised and implemented a new Training Plan for all Financial
Investigators Which includes ICA accreditation, whiakil be facilitated throughHLSCCsupported by
Manchester University.The 4 existing financial investitprs ae expected to commencéhe advanced

level ICA diploma course January 2023with the intermediate levetourse expected for delivery also in
2023 for the 2 new Financial Investigatoalong withthe Certified AntiMoney Laundering Specialist
(CAMS) ExaminationContinuous Professional Development training is due to commence in Noy 2022
and all officers in the FCHre to be provided with additional training in financial investigatipndich
shouldinclude restraint and confiscation. To date the restraint and confiscation training provided has only
been to a basic level for most of the financial investigators.

Further, in an effortto strengthen the approach to strategic and tactical analysis of erihreats,
including ML, andhe RVIPKs currently reviewing and contextualising the global strategic crime threats

in order to assess the current trends and vulnerabilities as it seeks to develop an intelligence collection
plan which will enhance its wed understanding of the relevanhireats and ML risk.
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9.14 Additional training identified to increase effectiveness within thBT includes courses inxaibit
handling/role ofan Exhibits Officer, statement taking/witness interviews, Mdjurident Room roles and
proceduresand completion of decision log&roper funding for training would be required to allow for
these training opportunities to materialise.

9.15 Additional training completed by the IUincludes courses inCyber Qime, PEACEinterviewing and
leadership

Policiesand Procedures

9.16 In 2022, the RVIPF developed new, and revised some existing policies, which set out the relevant
processes required to more effectively conduct investigations, including financial investigations, and seize
and detain cash and other assefBhe updated paties include:

RVIPF Cash seizure policy

RVIPF Asset seizure policy

RVIPF Financial Investigation policy

RVIPF Financial Investigat®ferenceManual

RVIPF Investigatokanual

=A =4 =8 -8 =4

9.17 Most of these policy and procedure documents were geared toward ensuring the FCU in particular is
better able to identify all relevant predicate ML offences and conduct parallel investigations, as well as
seek forfeitures and work with the ODPP in the pitref restraint and confiscation. Additionally, the FCU
developed new policies and procedures that were approved as force policy which ensure that Threat
Based Assessments (TBA) are part of daily considerations and serve to enhance the FCU capability.

9.18 The development of these policies has assisteel FCU in setting their priorities, managing workloads
and improving intedepartmental interactions. Prior to the implementation of these policies there were
very limited interRVIPF case reviews. This has improved significantly and is demonstrated by the
increased number of proceeds of criminal conduct easgened as outlined ihable9.1 above.

9.19 In addition to thepolicy and procedure documents developed for the FCU, the MIT, SIT and IU have all
updated theirTerms of Reference Pdéis. The purpose of tesepolidesisto set Standard Procedures
(SOP) fothe operationak & I G A 2y 2 Tern® lof(RéferéngeXhe S is also in the process of
developingCovert guidancéor that Unit.

Data Qollection andMaintenance

920t NP LISNJ NEO2NR (1SSLMAYy3I Aa @QAalt G2 GKS wxLtCQa | 0A
crime situation within the Territory.In 2022, the RVIPF filled thacantpost of Statisticiamnd has since
maderecognisable improvemerit the ®llection and maintenance of its crime data. It has dsen
able to bring its outstanding IGC submissions up to date.

9 PEACE stands for Preparation fghning, Bgage and explain, Account, clarify and challenge, Closure and Evaluation
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9.21 Also, the RVIPF is unable to provide data orftlig@oroceeds generated from crime generally. Some data
exisisfor crimes related to drug traffickindnowever, data related to proceeds frasther crimess not as
readily availableThis is a ghificantgap in the data points needed tassesghe quantum of financial
gains fromML, TF, PF and related crimes. Bis NB Ol f & A Y LJ OadllacateirédéGircesba@etl | 0 A f
on risk

Gorruption

9.22 Corruption within law enforcement is a key vulnerability to tkembatting of ML within any jurisdiction
and the VI is no exceptiorlhere areolicies in place within thRVIPRimed atmitigating the possibility
of corruption withinthe agency Officersare held to the Police Code of Conduct Standaaidd those
outlined in the Police AcfThey argequired toreport catgories of associatioras well aseek permission
to engage in anprivate part time work.Disciplirary mattersare handled by thérofessional Standards
Department

9.23 However, & notedpreviously in this report, ithin the reporting periodcases have been brought against
former and active police officers in connection with various illegal activitietuding drug trafficking.
TheCOP has takemanterest inaddressinguch behaviouwhich has resulted ialevenofficers currently
on suspensioffior matters ranging from sexual offensgheft, assaultperjury, drugs and breach of trust
Seven of these officers were suspended during the reporting pefibese and ther disciplinary ation
takenduring the reporting periodlue topossilde criminal conducare outlined inTable9.3 below.

Interdiction 1 5 1
Compulsory Leave 0 1 0
Dismissal 1 1 0

Table 9.3: Disciplinary Measures Taken by the R\{R620to 2022
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people smuggling, importation of illegal contrabarahd the illegal movement of cash through the
¢ SNNA ( 2 NB Q & TheB2yNdilderaldlifesh§t yhdyNdiit | a / &bty to effectively mitigate ML
risk include:
1 suboptimal level of resources

1 lack ofdocumentedpolicies androcedures
9 insufficienttraining
1 inefficientdata maintenance
1 potential corruption within
Resources

9.25 HMCcurrently ha94 staff of which69 areassigned Customs Officeasd Customs Trainee$n addition,
there are 7 Officers holdingenior posts of Assistant Commissioner (4), Deputy Commissioner (2) and
CommissionerGiven the multipléslands and ports of entry that HMC has to coasryell agonducting
sea patrols, tie lack of a full staff complement impacHMQ & | 0 kffedtiieR cariy 2out its
responsibities in relation tomonitoring the illegal movement of people and contraband and the
importation and exportationof goods.

Policiesand Procedures
9.26 Inrelation to the daily operations of the HMC the most signifiddihtrisk stems from the threats of drug

trafficking, people smuggling, human trafficking, traslesed operations and other related financial
crimes Knowing how to properlynanagethese issesis, therefore,critically important in effectively
mitigatingthese threats andhe consequential riskslt wasfound thatwhile there wasa high level of
institutional knowledge at thepperlevekof the agencythere was an absence dbcumentedStandard
Operating Procedureacross HMQCwhich are key in providing guidance toelevant officersin how to
conduct their daily operations.

9.27 The official operationalised HMC ML strategy is based on the Virgin Islands National AML/CFT Policy and
Nationd AM/CFT Strategyvhich they monitor throughtteir AML Action Plarit is uncleayhowever,the
priority given tosuch matters, andvhether the rank-andHile officers within HMC are aware ahd are
properly implementing thistrategy.

Training

9.28 HMCstaff have been abl attend various training courses in orderitaprove their skills iprevening
or detecing incidences of drugs, weapons and migrant smuggling, human trafficking andbormotes
transportation of currency/BNIs in the fight agaiiit. Additionally, taining in primary ML activities such
as tradebased ML, has raised awareness and appreciatieadi activities Table9.4 below outlines the
training undertaken by HMC during the reporting period.
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2020 AML/CFWwith Trinidad and Tobago Police Academy 1
Introduction to Firearm Trafficking in the Caribbean 1
Customs
SafeHandling and Interdiction of Nekledical 1
Synthetic Opioids
Regional Webinar on Integrity, Ethics an( 1
Accountability in Law Enforcement
WCO Introduction to Firearms Trafficking in t 1
Caribbean for Customs

2021 Foundation Course in Financial Investigations 6
IntelligenceAwarenesg-oundation Course 1
Financial Crime Investigatidmaining 3

2022 Countering the Financing of Proliferation 3
Intelligence Awarenedsoundation 3
General Security Awareness 15
Crypto AsseManagementTraining 2
Introduction to Tradebased Money Laundering 9
Filing SuspiciouActivity/Transaction Reports 20
Stakeholders in Combatting Tratased Money 9
Laundering
Disaster Victim Identification Investigation 2
Sanctions Training 1
MI/TF/PF focusing oretention, Seizure, Forfeiture
Confiscation Extradition, International Cooperatio 2
and Sanctions

Table 9.4: Training Courses Attended by Officers of HMC Between 20Q@P2

9.29 It should be noted that the Government of the VI has recently centratiseélnding forall training within
the Department of Human Resourc@3HR). It is unclear the impact this will have on the availability of
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9.30

9.31

9.32

9.33

funding forHMG and other government ageies based on priorities and the manner in which funding
will be allocated.

Data Collection and Maintenance

The importance oproper data collection and maintenancelisittressedby the need foHMCto be able

to properly identify and analyse trendsiltegal movement of cash through tferritoryas well as other
criminal activity Itisalsovital inHMC being able tdevelop effective tactics to deal with such activity
As with most agencies, datallection and maintenance has been problematic for HME to a lack of
human and technologicaésourceseededto properlyidentify, collect, process andalysethe required
data

Corruption

Possible arruption within HMC is anajor vulnerabilitini KS L Qa ! a[ I ADKA ( OB daNS A
role in detecting and seizinglegal cashnarcoticsand other contrabad as well asstaving off illegal
migration. Within the reporting periocho HMCofficers were placed on interdiction, howeverp8icers
faced disciplinary actioffior infractionsincluding absenteeism, sexual harassment, suspicion of,theft
abandonment of postandbringing the HMC into disrepute.

Instructions for the conduct of public officers are encapsulated inRtiblic Sergie Management Code
(PSMC) which is published under the authority of the Governor. Amongst other tRugls; Servants

are required to declare any interegtsey may have outside of their assigned posts and must seek approval
to engage in any form of prte parttime/additional work. In addition to the PSMC, the Services
Commission Regulations also address, amongst other things, the disciplining of public officers other than
members of the RVIPF.Disciplinary matters are handled by the Departmentoiman Resources and

the Public Service Commissiohhese policies are in place within the Government service to mitigate the
possibility of corruption within government agencies.

In addition, HMC has internpbliciescurrentlyoutlined in theirSORw~hich speak tstandard of conduct

of officersand issues relative tdoribery and corruption. Further, section 7 of the CMD#akes it an
offence punishable by fine of up to $20,000 or imprisonment of up to two years or both, for an officer
to disclose any information or confidential instructioos provide access to records to an unauthorised
person Section 8 of the CMDA alsmuires customs officers to diwse their interesas owner or agent

of any person who ownany vessel or aircraéingaged in trader if they engageor serve as agent for any
person engage inimport service.
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9.34

9.35

9.36

9.37

ImmigrationDepartment

¢ KS keyFunciionsn relation to MLsurround the protection of thé/Ifrom illegal migration people
smugglinghuman traffickingandth€ y G N2 2 F dzy RS&AANI 6f S LISNE.ZTea | 0
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sub-optimal level of resources

lack of documented policies and procedures
insufficient training

inefficientdata maintenance

potential corruption within

=A =4 =4 4 =4

Resources

The current staff count within the ID &8 of which52 are assignedmmigrationOfficersof varying ranks

In addition, there are3 Officers holding senior posts of Assist&@iQ Deputy @and CO. The lack of a
Fdz £ adl FF O2 YL 8bWitd 16 éffectivéeldtadyioat itsirésSonsibikti€saparticularly in
relation to the monitoringof illegal movement opeople gven the multiple islands and ports of entry that
that the ID has to serwe.

Policiesand Procedures
The ID haan Office Procedures manual in place which covers all processes administered by the ID relative

to enforcement, border control processing of entry and landing permits and other administrative
matters. This document is currently being updatelth additon, the procedures are beingvised forthe
Board of Immigrationwhich is established under section 14 of the Immigration and PasspotbAct
provide adiisory and consultative functiorgoncerning or connected with the entry of persons into the
Territory.

Training

The ID has been abl® attend various training courses in order to improve their skijlgarticipating in
training opportunitiesfunded by other partners. In addition, during the reporting period the MOF
earmarkedfundsspecifically for AML/CFT training for LEAs, from whichDiveas able to benefit.Table
9.5below outlines the training undertaken lige IDduring the reporting period.

2020 Prevention & Detection of Fraud Training 7
Overview of Disaster Displacement in the Caribbean, 5
Experiences and Frameworks
Migration Practices and Border Management in Disaster 5
Contexts
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Protection Needs and Psychosocial Support 5

Rapid Readiness Assessment 1
Officer Safety Training 10
Firearms Training 7
Case File and Investigations 11
2021 Deferce Academy Leadership Masterclass 2
The Use of PPE 6
A Leaders Guide to Stress Management for Optimal 15
Functioning for Leaders, Managers and Supervisors
Stress Management for Optimal Functioning for Frontline 14
Officers
Firearms Training 6
Royal Navy International Maritime Training 3
Financial Crime Investigation 9
Intelligence Foundation Awareness 2
2022 Overview of FATF Evaluation Process 4
Preventing ML/TF/PF 4
Countering the Financing of Proliferation 6
National Capacity Building Workshop Crbesder movements 5
during times of Disaster
Operation CARISCA Regional Operational Plan 1

Table9.5: Training Courses Attended by Officers of the ID Between 2§2022

Data Collection aniaintenance

9.38 The ID significantly improved its record keeping capabilities with the implementation drhthération
Border Management System aneMisa system (BMS) in December 20&8ich records the movement
of persons and any documents presented durthgt time. The BMS integrates with a Watch List
ManagementSystem(WMS) whichcontrols the entry of any person flaggetiowever, the department
could benefit from a system to assist with the collection of status applications and to facilitate the
processing of those matters.

Corruption
9.39 PotentialO2 NNXzLIJG A2y A GKAY GKS L5 Aa I YI 2_2isdodloed v SNI 6 A
role in protecting the VI fromillegal migration people smugglinghuman trafficking and other illegal
activity. Within the reporting periodwo officerswere reassigned due to charges being brought against
them. Another officer was interdictedand has sincebeen released from employment by the Public
Services Commission

9.40 As aGovernment Department the ID is bound by tR8MCand the Services Commission Regulations
Disciplinary matters are handled by tieHRand the Public Service Commissiolm addition, the ID
intends to develop amternal code of coduct by the third quarter of 2023.
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9.41

9.42

9.43

9.44

9.45

Financial Investigation Agency

¢KS CL! Q& LINAYINB TFdzyOildArzya la Ly [9! Ay NBEIFGA2

dissemination of the results of such analysis. Under the FIAA, the FIA also has responsibility for
investigating information received relating to a firal offence or the proceeds of a financial offence or

an MLA request from a foreign jurisdiction. The key vulnerabilities rieat limit the FIA2 ability to
effectively mitigate ML risk include:

sub-optimal levelof resources

failureto carry out investigations

insufficient training

inefficientdata maintenance

limited dissemination of financial intelligence
insufficientlimited strategic and operational analysis

=A =4 =4 4 -4 4

Resources

There are three sections within the RtUhe analysis team, the investigating team and the intelligence
team. Theanalysis teamconsists of one (1) senior analyst asid (6)analysts and is responsible for
analysing SARs, making relevant disclosuredudimg to the RVIPF, FSC and other LEAs/CAs and
conducting strategic analysig.he Unit currently receives, on average, 12 SARs per day, given the sharp
rise in VArelated SARs received by the FIA since 201& ability to effectively analyse SARs hasrb
enhanced with the acquisition of commercial analytical tools. These analytical tools enhance the analysis
process by allowing large volumes of data or complex material to be assessed and organized in a timely
manner, which improves the efficiency andatjty of the analysis. A blockchain analytics tool was also
acquired in 2022 to assist in the analysis of cryptocurrency SARs.

Theintelligence teamcomprises obne (1) Senior Intelligence Officer who is responsible for conducting
background checks and operational analgsisall inteligencegathered The intelligence generated as a

result of the operational analysis is an effective tool used to support or initiaterénal investigation by

the RVIPF. The background checks, which are requested by various government agencies, are used to
verify the fit and properness of persons identified within the request.

Theinvestigating teamcomprisesone (1) Senior investigalg Officer, two (2) investigating officers and

one (1) International Support Assistafihe investigating team is responsible fespondngto letters of
request/international ceoperation matters when referred to the FIA from the AGC. This team also
processes requests for information received from domestic and international CAs during the course of
those agaO A Biesdigations and handéalisclosures when necessary.

Investigative Function

The investigating team, despite the name, does not conduct investigations although the FIA does have the
statutory power to do soLimited investigative measurese undertakerduringthe analysis stage of SARs

It is considered that, if the investigating team were to carry fomther investigations based on analysis

69



received from the analysis unit, prior to making disseminations to the FCU, the quality and quantity of
those disseminations would improve and iease.Improvemensin the quality of disseminations to the
FCUWcouldresult inincreasednvestigations andltimately, prosecutions. Confiscations and other means

to deprive criminals of their #jotten gaincould also increaseHowever, he FIA consider that to
undertake meaningful investigations it would require more resources.

Training

9.46 Four (4) analysts and the Deputy Director of the Hie beencertified as cryptocurrency tracing
examiners. The analysis team also underwent strategic analysismgamn2022 which was aimed at aiding
the FIA in implementing its strategic objectives of adequately dealing with cryptocurrency matters and
conducting strategic analysidable9.76 St 2 ¢ 2dzif AySa (GKS GNIAYyAy3a dzyRS
the reporting period.

Financial Investigation Toolbar amdolkit Workshop - - 7
GeneralAML/CFT 15 5 5
CounterProliferation Financing - 4 6
Cryptocurrency Asset Management Training Course - - 14
Cryptocurrency Tracing - 6 6
Conducting Financial Investigation - 5 1
Strategic Analysis - - 6
Virtual Assets/Virtual Asset Service Provid&iarkshop - 6 2
TradeBased Money Laundering - - 6

ECOFEL Courgdsily to September 2022

Strategic Analysis 9
Introduction to Virtual Assets 12
Virtual Assets Analysis 5

Cross Border Transportation of Cash and Money

Laundering 1
Operational Analysis 1
Corporate Vehicles and Financial Products 1

Table9.7: Formal Training Sessions Attended by Btaff
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Data Collection and Maintenance

9.47 FIA depends heavily on data for its tactical, operational and strategic analysis and as such, proper data
collection and maintenance is of the utmost importance to the FIA. The FIA has moved to electronic filing
of SARs, which has helped to streamline the process by which SARs are received and documented.
Maintenance and analysis of data has been problematic due to a lack of human and technological
NBazdNODSazr sKAOK AYLI OGa G4KS CL!'Qa FtoAftAGe (2 Oz2y

Dissemination of Financial Intelligence

9.48 Dissemination of finagial intelligence to other domestic and foreign LEAs, and to the RVIPF in particular,
is a critical component of the investigative process into ML within the Territory. The number of
disseminations made to other domestic LEAs is outlineBainie 9.8 below, while Table9.9 details the
number of disseminations that have been made to foreign LEASs.

RVIPF (FCU) 11 44 24 79
FSC 128 73 21 222
Governor's Office 2 2 7 11
Department of Labour 0 1 4 5
Department ofImmigration 0 1 4 5
Department of Trade 2 0 0 2
Department of Health 1 0 0 1
Social Security Board 0 0 1 1
Total 144 121 61 326

Table9.8Y CL| Q& 52YSaUA0 5AaaSYAYI{iA2Ya

Total Foreign Disseminations 8 25 19 52
Table9.9: Number of Foreign Disseminations Ma@eg2020 to 2022

9.49 The FIA has indicated that the increased dissemination rate is a direct result of the increase in the staff
complement of the FIU, which has allowed it to enhance its capacity to conduct analysi®ased
training has alsfostered a greater appreciation among the staff as to the added benefit of incorporating
Egmont requests into their daily operations.

9.50 However, while there has been a steady increase in disseminations between 2020 and 2022, the overall
low number of disseminations relative to the number of SARs filed raises the issue of the teseliotes
as well as théevel ofeffectiveness in theraalysis of SARLonsidering the number of SARs received and
analysed by the FIA during the reporting period, the FIA has made a limited number of disseminations to
other LEAs.Table9.10illustrates the number of disseminations made annually as a péxgenof SARs
received.
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No. of SARs Received 1254 1179 4779
No. of Disseminations Made 152 146 80
% of Disseminations Made vs SARs Rece 12.12%6 12.38% 1.67%

Table 9.10: Number of Disseminations Made Annually @&eaicentage of SARs Received

Strategic and Operational Analysis

9.51 Theanalysis teamis alsoresponsible for conducting strategic analysBuring the reporting periodne
strategic intelligence projeawasinitiated, which currently remains ongoingn addtion, a trends and
typologies report was prepared in 2022 as a result of the high number of SARs received relating to a
particular country. Thatreport resulted in the preparation of a second report which was shared with the
targeted jurisdiction(seeCa® Study lbelow).

Case Study

The FIA conductednaML typology in 2022 as a result afsignificant number of Xrelated SAR;S
involving citizens of a particular jurisdictiarich were filed by\BVIBCsperating as VASPEhe study
was based on five hundred and three (503) SARs submitted during the first qua2@2fThe study
was also conducted to establish the reason(s) for reporting as well as the type of offences repc
each SAR.

The SARs were fildecause e subjects engaged in activities involving a particular gambling cl
although they were baseith a jurisdiction where gambling illegal All three (3) accounts had activi
with the same gambling cluster. The subjects, all males were between tso&gde45. All the subjects
listed their occupations as being sethployed.

The gaming activity/transactions occurred just over a month after the accounts were establishe
transactions which involved alleged criminal proceedsltethUSD $3,39763.24. The results of th
analysis, including the names and dates of bathhe identified individualsandthe type of offences
reported in each SARere shared with the FIU of the targeted jurisdiction.

9.52 This lack of strategic analysis by the FIA clearly impacts the timeliness and effectiveness in which it is able
to identify new trends andypologiesthat may arise based on the information being submitted in the
various SAR reports. This has a krmtleffect, as such reports are useful in bringing awareness of
developing trends and methadbgies used to facilitate ML, not only to the FIA and other LEAS, but also
to the reporting institutions who are responsible for filing SARs.

9.53 As noted above, théntelligence teamis responsible for conducting operational analysis. Sieieg
operationalised in January 202#elve (12) intelligence files have been created. One (1) matter resulted
in a dissemination to the FCU, while two (2) others were disclosdtetdntelligence Unit of the RVIPF
These matters remain active.
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9.54 There are another ten (10) active matters currently being analysed by the Senior Intelligence Officer. This
f1 01 2F 2LISNIGA2YFE FylFf@aAa AYLILEAsE buil&ng cri@indl Q& | 6
profiles or charting the operations of a specified target or criminal network.
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The Office of the Director of Public Prosecutions

9.55 The primary functions of the ODPP in relation to ML pertain to the prosecution of predicate offences and
proceeds of criminal conduct cases. The key vulnerabilities identifiedrthgh Y LI O
to effectively mitigate ML risk include:

=A =4 =4 4 =4

Resources

9.56 The ODPP currently has 16 staff of which eight are legal Counsel.

sub-optimal levelof resources
insufficient training

lack of prioritisation oPCCNIL) cases
poor data maintenance

lack of proper policies and procedures

iKS

Efforts have béeg tongorease

h5ttQa

the counsel and staff complementable9.11below outlines the number of PCC cases prosecuted and/or
concluded during the reporting period and the outcomes.

Cases Prosecuted 7 8 10
Cases Concluded 7 7 4
Convictions 9 2 4

Table 9.11 Number of PC@CasesProsecuted and/orConcludedBetween 2020 and 2022

Training
9.57 The ODPRas been the recipient dfaining opportunities provided for by the FCDO and other partners
In addition, the ODPP was able to benefit from the funds earmarked by the MOF specdicANMLICFT
training for LEAsTable9.12 below outlines the training undertaken by the ODPP during the reporting
period.

Financial Crime Investigation Training for

2021 Prosecutors 10
Confiscation,Forfeiture and Asset Management
Training 19
IMF Training on 4 Round Mutual Evaluation

2022 Process 2
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9.58

9.59

9.60

9.61

Countering the Financing of Proliferation 2

Crypto Currency anBinanciallnvestigations 3

Table9.12 ODPP Staff Training20202022)

Further, specialised prosecutorial training took place in December 2022, which focused generally on ML,
TF and PF and more specifically on confiscation, providing guidance to police on financial investigations
and deciding when to prosecute. Such traingiguld aid in developing the skills within the ODPP to
effectively prepare and prosecute PCC (ML) cases.

Prioritisation of ML Cases

The ODPP has indicted that all PCC matters including ML, like all offenses, are pursued ortera two
test is met. Thiswo-tier test consists of an evidential test and a public interest test. The evidential test
determines whether there is sufficient evidence that would more than likely lead to a conviction, while
the public interest test determines whether it is the pigtinterest to commence a prosecution. Once the
evidential test has been satisfied the public interest will be assessed. Only when both tests are met will a
prosecution commence. While the public interest test takes into account several factors, stich a
seriousness of the offence, the level of culpability of the suspect, the circumstances of the offence, the
harm caused to the victim, the impact on the community and consideration on whether prosecution is a
proportionate and appropriate response,ghiwo-tier test does not provide for the prioritisation of cases
based on the seriousness of the offence, type of offender, or the level of risk to the Territory in relation
to the offence(s) committed. The ODPP has indicated that all cases are givéprouiy irrespective

of the offence.

Data Collection and Maintenance

Data collection and maintenance has been challenging for the ODPP due to a lack of human and
technological resources needed to properly collect and maintain the required data. This has also made it
difficult to reconcile data maintained by the ODPP withttof the RVIPF, particularly with regard asset
seizures and forfeitures.

Policies and Procedures

The ODPRIoes notdifferentiate between the preparation and presentation of PCC cases and other
criminal casesProsecutions are handled orcaseby-cas basiswith guidancebeing providedo counsel

in how to properly prosecute PCC (ML) caaeseeded Specific writtenpolides and proceduresfor
prosecutionof ML casedave not been considered necessary by the ODPPlowever, he ODPP has
commenced drafting an official strategy and policy to combat ML as well as TF, PF and other related
crimes. The policy and strategy are being developed in conjunction with the otheah&#&we CLEA.

75



¢KS 1 GG2NyS8 DSYSNIfQa / KFYoSNA

962 LYy NBflFGA2Yy (2 a[ZX GKS ' D/ Qad LINAYINER TFdzyOldAzya NB
that maylimit i K S latllity © &ffectively mitigate such risk include:

1 suboptimal level of resources

9 insufficient training

i poor data maintenance

1 lack of proper policies and procedures
Resources

9.63 The standard timeline the AGC works towards to respond substantially to an MLA request from a
requesting authority is within sixty (60) days of receipite laclof a full staff complement has negatively
AYLI OGSR GKS !''D/Qa FoAfAGe G2 NBALRYR Tasfe9s3dzOK NBI

below.
2020 95
2021 157
2022 78

Table 9.13Average Timélaken to Respond to MLA Requests Between 2020 and 2022

9.64 Prior to 2022 there was a considerable delay in the processing of MLA requests due to the loss and re
assignment of staff as well as the impact of the global CQ9Ipandemic. In 2022, however, th&C
took a renewed focus on ensuritige timely management of MLA request&dedicatedCrown Counsel
is now assignedo the processing of MLAs and service of judicial documents. The Crown Counsel is
supported by &ase manageanother Crown Counsel and administrative assistanthorender support
to the processing of MLA and service of documents requests.

9.65 In relation to extraditions, there is one senior counsel within the AhG isassigned to deal with
extraditions, amongst other duties an international nature The AGC has received only one extradition
request during the reporting period, which is still ongdfhg

Training

9.66 The AGC was able to benefit framaining opportunities provided for by the FCDO and other partnérs
wasalso able to benefit fronthe funds earmarked by the MOF specifically for AML/CFT training for LEAS,
allowing e entire staff of AGC to receive training in AML/CFT, MLA, Extradition and Sanctions in 2022.
Table9.14below outlines the trainingindertaken by the AGC during the reporting period.

100n 15 February 2023 the Privy CouhB F dza SR (1 KS | OO0dzaSRQa | LILIX AOF GA2Y F2NJ LISNYAaaAzy (2
accused was successfully extradited to the UgRebruary 2023
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Caribbean Conference on Corruption, Complian

2021 and Cybercrime 1
2022 Financial Sanctions Implementation Forum 1
MLAT and Extradition 21
Anti-money Laundering: Current Trends,
Prosecutions and Challenges 1
Countering the Financing of Proliferation 3
International Cooperation and Mutual Legal
Assistance in Criminal Matters 1
Caribbean Conference on Corruption, Complian
andCybercrime 1
FATFAcademyintroductory Course 1

Table9.14: AGCStaff Training (202€2022)

Data Collection and Maintenance

9.67 The AGC, has commenced a data cleansing exercise to ensure that its MLA records are accurate. This
exercise should also aid in identifying any requests that may not have been adequately handled and
should form the basis for more accurate and timely dathection.

Policies and Procedures

968 ¢ KS LINEOSRAZNBE TF2NJ LINPOSaaAy3d af!

Mutual Legal Assistance Requestshis guidance documewgs created in 2014 as a guide for responding
to MLA and the service afocumentrequests. In 2022, the AGC embarked on revising the guidance
document to ensure the procedures outlined in the manual were fit for purpose for the current MLA

NBlj dzSa i &
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environment. Tk revised document is in its final stages of completion and should provide clear guidance
to counseland support stafbn how to manage and respond timely to MLA requests.

9.69 With regard to extraditions, in an effort to improve efficiency between agencies involved in responding
to extradition requests, the GO, AGC and ODPP collaborated in 2022 to produce and Epdegdiion

Manual The revsed Extradition Manugirovides clear guidance to the relevant competent authorities
involved in the extradition process lmtlining the responsibilities of each agency and outlining how to

effectively facilitate the process.
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https://bvifscv-my.sharepoint.com/personal/mccalla_bvifsc_vg/Documents/Virgin%20Islands%20Mutual%20Evaluation/Effectiveness%20Documents/Reference%20Documents/IO1.11%20Virgin%20Islands%20Extradition%20Manual%20(Approved%2024-Jun-22).pdf
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9.70

9.71

9.72

The Office of the Governo
Ly NBfFdAz2y G2 a[] GKS DhQa (1S& TFdzyOiazya NBfIFGS
identifiedthat may impacthe GQQ @bility to effectively mitigate risk resulting from such matters include:

1 suboptimal level of resources
9 insufficient training
1 lack of proper policies and procedures

Resources

Staff of the GO that handle MLA and extradition matters are employed byhaodgh the FCDOOfficers

receive the MLA requests, which are then forwarded to the AGC for processing. Given the sensitive nature

of extradition matters, these are currently handled by the Head of the GO and supported by legal counsel
within the AGC.The same staff that handle MLA requests also handle sanctions related matters. Due to

the ongoing Russiblkraine conflict the number of sanctions related matters has increased significantly,

and the GO has had to engage an additional temporary staffdistasith the processing of Compliance
Reporting Forms and licence applications. This increase in sanctions matters may have an impact on the
DhQa FtoAfAlGe (G2 SyadaNB GAYSte KFryRfAy3a 2F a[! NBJ

Training

The main source of funding for training in the GO is through the FCDO, which allows staff to participate in
relevant training locally and overseas. Some training is also provided by the FCDO International Academy.
The GO also engages in relevant trairiingled by other external sources whenever possiblable9.15

below outlines the training undertaken by the GO during the reporting period.

2020 Mutual Legal Assistance: GO processes 2
InvestigatingAnancialQime IncludingSanctions 1
2021 Maritime Sanctions 1
Introduction to FATMutual BEvaluation 2
Overview of Sanctions 2
Proliferation Financing 2
Financial Crime Investigation: Case Management 1
Seminar orFinancial Crime 1
Licensing Webinar: How to Report to OFSI 1
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9.73

Processing Sanctions Applications

Introduction to FATF

2022

Financial Sanctions and NGOs

Sanctions and Licensing for OTs Conference

IMF Preassessment Training

MLAWorkshop

Counterproliferation Financing

Sanctions Workshop on Regulatory Developments, Risk
Typologies and Wider Corporate Transparency Issues

Table9.15 GOStaff Training (2022022)

Policies and Procedures

The handling of extraditions within the VI has had various degrees of success over the years. There are
several agencies involved with extradition within the VI who require firm guidance on what their
responsibilities are in relation to such requests,tbaicoming and outgoing. After considered review it

was recognised that the existing extradition manual did not provide sufficient guidance, especially after
the new legal framework for extradition was introduced in the VI in 2016. Thus, in an efforptove
efficiency and provide up to date guidance on the handling of such requests, the GO, AGC and ODPP
collaborated in 2022 to produce the updated ExtraditManual As noted aboveherevised Extradition

Manual provides clear guidance bytlining the responsibilities of each agency and outlining how to

effectively facilitate the process.
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